BUILT FOR THE FUTURE, READY NOW.

S «~a ‘:...-

Microsoft Private Cloud:
Evaluation Guide

HCEZ\ Microsaft: .
2 System Center20125P1 BR Windows Server 2012



Copyright Information

© 2013 Microsoft Corporation. All rights reserved. This document is provided "as-is." Information and views
expressed in this document, including URL and other Internet Web site references, may change without notice.
You bear the risk of using it. This document does not provide you with any legal rights to any intellectual property
in any Microsoft product. You may copy and use this document for your internal, reference purposes. You may
modify this document for your internal, reference purposes.



Evaluation Guide Contents

Introduction

Setup and Deploy

Experiences

Other Info

14

17
18
23
26

81

106
146
319
398

445
450
454

Using the evaluation quide
What is Microsoft's Private Cloud?
Components of the Private Cloud

Summary

Installing the Private Cloud

Installing the Private Cloud- fresh install

Upgrading your existing Private Cloud to SP1

Configuring the Private Cloud experiences

Manage Private Cloud resources

Manage Private Cloud capacity
Private Cloud automation
Manage apps in the Private Cloud

Reporting insights of the Private Cloud

Add a role or feature to Windows 2012
How to set an IPV4 address

How to join the domain




Introduction

Using the Evaluation Guide

This Private Cloud Evaluation Guide is built to give you the necessary information to experience the Microsoft
Private Cloud built on System Center 2012 SP1 and powered by Windows Server 2012 where you will go through
detailed scenarios in a proof of concept environment. This guide is designed to be consumed as you wish and
each of the hands-on portions of the guide are designed as “Experiences.” Each of the Experiences are
independent so that you may build and test each of them in any order you wish.

This guide is intentionally built so that you can run it on -lower-level hardware for the purpose of evaluation. It is

also possible to follow this guide and change the scenario to your own environment and parameters.

Navigating the document on your terms

This document is designed for you to navigate much easier and locate the information that is most relevant to
you. Each of the 4 major chapters — Introduction, Setup and deploy, Experiences and Other info — are
collapsible and expandable.

Olntroduction
® Using the Evaluation Guide

You will also find that you may jump to any of the other chapters or experiences from the end of any section. The
following navigation window allows you to click on the desired tile which links directly to that point in the

document. Simply press “ctrl+click” the tile to view that section.

This tile takes you back to the Evaluation Guide Contents page.

Setup and

Introduction deploy your Experiences Other Info
Private

Links to other Cloud

areas of interest Manage Manage Private Manage Reporting
Private Private Cloud Apps in the insights of
Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud
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What is Microsoft's Private Cloud?
The Microsoft Cloud OS

Cloud computing is happening. It is being driven by the exponential growth in modern applications, data and
devices. These trends require organizations to quickly scale and deliver continuous services. Simultaneously,
innovation is happening across storage, network and compute technologies. With these new requirements and
innovations, IT is under pressure to deliver capacity on demand, whether for short-term projects or longer-term
initiatives. At the same time, organizations have higher expectations for service levels — services must be always
up, always on, with no planned or unplanned downtime.

To meet these challenges, a new modern platform is required. In the era of cloud computing, Microsoft delivers
this with the Cloud OS. The Cloud OS takes on a broader role than just managing a server. Microsoft's vision for
the Cloud OS is focused on the transformation of the datacenter, enabling modern applications, unlocking
insights on any data and empowering people-centric IT.

-
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Figure 1: The Cloud OS delivers on four fundamental tenets of the next generation of IT

transforms the datacenter
enables modern apps
unlocks insights on any data
empowers people-centric IT

The Cloud OS requires a comprehensive execution of vision crossing a wide range of enterprise technologies,
including Windows Azure, SQL Server, System Center and Windows Server. This whitepaper sets out a step on
that journey by focusing on the transformation of the datacenter. Fundamental to the modern datacenter, is the
ability to build private cloud infrastructures and quickly scale within the datacenter as well as agile and secure
consumption of Windows Azure and service provider cloud capacity. This paper explains Windows Server 2012 as
the foundation for the Private Cloud and how System Center 2012 SP1, makes the management of private and
public clouds consistent and seamless.
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The Private Cloud in your datacenter

A private cloud aims to deliver many of the characteristics of public cloud computing such as scalability and
elasticity, the pooling of shared infrastructure, user self-service, and higher levels of overall application availability
and reliability. However, by taking a private cloud approach, organizations can deliver on these goals while still
using their own physical resources allowing them to maintain complete control over their data and processes.

Private Scalability &  Shared Usage Based  Automation &
Cloud Elasticity Infrastructure Self-service

<t &8 © &

Figure 2: The private cloud delivers the broad benefits of cloud computing with added levels of control and customization

With shared infrastructure, compute, storage and even networking assets are virtualized and pooled together.

This approach is a shift from today’s model in which an application owner will likely know (and probably fund) the
exact hardware on which their application is physically deployed. In a private cloud environment, application
owners will only care that adequate capacity to run the application has been provided from the shared pool. Once
deployed, services can scale up and down based on demand. IT no longer needs to over-provision infrastructure
capacity to accommodate potential spikes in load.

Datacenter administrators and application owners can view resource utilization as well as the chargeback
information related to their allocated capacity. By giving application owners better visibility over their resource
usage organizations are able to more easily drive and deliver the right behavior to conserve capacity where
possible. A self-service interface to which standardized services are published from central IT, empowers
application owners and other internal customers to be able to easily provision resources when needed.
Automation helps to drive efficiency in service delivery thereby freeing up IT Pros to focus on other tasks. Self-
service also frees up application owners as well. They are empowered to directly access resources; no complicated
approval process; no need to wait for the overworked IT team to eventually get to the request.

A private cloud deployment captures all of these characteristics, most of which are also in common with public
and partner hosted clouds, but, the private cloud also allows organizations to maintain total control over their
applications and data. These are common blockers for businesses looking at public cloud solutions. Ultimately,
most customers will find portions of their organization that live best in a private deployment, portions that live
best in a public deployment and in some cases portions that are best served by partner delivered clouds. The
world will exist in a hybrid state for the foreseeable future and it is important for companies to evaluate their
particular needs to determine the best combination for them.
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Why System Center 2012 SP1 for your Private Cloud

Over the last twenty years, Microsoft has built some of the world’s largest datacenters running many of the world's
largest cloud hosted services. The expertise that has been built up in efficiently running these massive data centers
forms the foundation for the Microsoft private cloud offering. Built on System Center 2012 SP1 and Windows Server
2012, a Microsoft private cloud allows datacenter administrators to deploy a flexible and responsive infrastructure
that is designed to simplify day-to-day tasks and to enable management of applications at the service level, rather
than the level of individual servers.

System Center 2012 SP1 makes it easy for customers to build private clouds while taking advantage of currently
deployed IT hardware and building an infrastructure for the future. This comprehensive offering was designed
around the following principles.

These principles are surfaced through a core set of capabilities in Windows Server 2012 and System Center 2012
SP1, allowing datacenter administrators and application owners to access and consume IT services from these
private clouds.

The rest of this paper will describe the private cloud capabilities provided by System Center 2012 SP1. For the
datacenter administrator, this includes infrastructure management, service delivery and automation. For the
application owner or business unit IT professional, this includes self-service application management, monitoring
and reporting.

The table in Figure 3 highlights these capabilities, how they align to industry concepts and System Center 2012
SP1 components.

Industry Capability System Center 2012 Component

Application Application Self-Service App Controller, Service Manager

Management | Application Performance Management Operations Manager

Application Management Across Clouds Virtual Machine Manager

Automation Process Automation & Orchestration Orchestrator
Infrastructure Cloud Creation & Delegation Virtual Machine Manager

Management Data Protection & Disaster Recovery Data Protection Manager, Orchestrator
Configuration & Compliance Configuration Manager

Figure 3: Mapping of industry cloud computing concepts to System Center 2012 SP1 products and features.
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Components of the Private Cloud

Overview

Highly virtualized computing gives you the benefits of increased utilization of your servers, power savings, and
reduced server footprint. We are familiar with these as they are in datacenters today. However, this does not equal
the private cloud.

A private cloud provides all of those benefits plus highly integrated and automated management, scalable and
elastic platforms, and self-service IT infrastructure.

Through a highly automated infrastructure, an organization can reduce operational costs by automating many
tasks that previously required manual intervention. Through the service catalog an organization can provide a
self-service IT infrastructure to business units and departments with an SLA. This forces service-level discussion
and removes the burden to procure, provision, and manage infrastructure on a per-application, ad-hoc basis. With
a scalable and elastic infrastructure, an organization can enable faster delivery of capacity as resource needs
change. By utilizing a Windows Server 2012 infrastructure along with System Center 2012 SP1, the Microsoft
private cloud allows you to deploy a flexible and responsive infrastructure, designed to simplify day-to-day tasks
and enable management of applications at the service level, rather than that of individual servers.

With the release of Service Pack 1, many new features have been made available to increase scalability, elasticity
and automation of the Private Cloud. Wider integration with many other products including Windows Azure
means more options for IT professionals wishing to take advantage of the Public and Private cloud to future proof
their business.

Reference Links

e Download Microsoft Windows Server 2012

e Download Microsoft System Center 2012 SP1

e Download SC2012 Configuration Manager and Endpoint Protection SP1
o  What's new in System Center 2012 SP1

e  What's new for Orchestrator in System Center 2012 SP1

e  What's new for App Controller in System Center 2012 SP1

e What's new for Virtual Machine Manager in System Center 2012 SP1
e  What's new for Operations Manager in System Center 2012 SP1
e What's new for Service Manager in System Center 2012 SP1

e What's new for Data Protection Manager in System Center 2012 SP1

Introduction — Components of a Private Cloud 8



Microsoft Windows Server 2012

Microsoft Windows Server 2012 is the operating system that runs your private cloud. In this evaluation guide it
will run as the host hypervisor, the OS for the different infrastructure components, and for the application that we
will deploy, manage, and monitor.

Hyper-V

Hyper-V is the server virtualization technology within Windows Server 2012. It allows you to run virtual machines
on top of the host Operating System when your hardware is capable of running virtualized loads.

System Center Orchestrator

System Center Orchestrator is a workflow engine that allows you to automate the creation, deployment and
monitoring of resources in your private cloud. Better said, Orchestrator provides you with orchestration,
integration and automation of IT processes. Orchestrator works in conjunction with all the System Center
components and can also be used to automate components from 3rd party applications like HP ILO and OA,
VMware vSphere and many others (for a full list of Orchestrator 2012 SP1 integration packs see
http://technet.microsoft.com/en-us/library/hh295851.aspx).

Included as part of Orchestrator 2012 SP1 is the Service Provider Framework which enables service providers to
offer Infrastructure as a Service (laaS). The provider may have already provided a front-end portal for clients to
interact with, and Service Provider Foundation allows those clients access to their resources on the hosting
provider’s system without any change to the portal.

Components Description

Management Server The management server is the communication layer between the Runbook
Designer and the orchestration database
Runbook Server A runbook server is where an instance of a runbook runs. A runbook is a

collection of actions bundled together that Orchestrator will run performing
various automated actions. Runbook servers communicate directly with the
orchestration database. You can deploy multiple runbook servers per
Orchestrator installation to increase capacity and redundancy.

Orchestration Database The database is a Microsoft SQL Server database that contains all of the
deployed runbooks, the status of running runbooks, log files, and configuration
data for Orchestrator.

Runbook Designer The Runbook Designer is the tool used to build, edit, and manage Orchestrator
runbooks. One runbook or different runbooks together form your workflow(s).
Runbook Tester Runbook Tester is a run-time tool used to test runbooks developed in the

Runbook Designer. This tool allows you to test your runbooks before taking
them into production.

Orchestration Console The Orchestration console lets you start or stop runbooks and view real-time
status on a web browser. This is a Silverlight-based web console.
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Orchestrator Web Service The Orchestrator web service is a Representational State Transfer (REST)-based
service that enables custom applications to connect to Orchestrator to start
and stop runbooks, and retrieve information about operations by using custom
applications or scripts. The Orchestration console uses this web service to
interact with Orchestrator.

Deployment Manager Deployment Manager is a tool used to deploy integration packs (IPs), runbook
servers, and Runbook Designers
Integration pack (IP) An integration pack is a collection of custom activities specific to a product or

technology. Microsoft and other companies provide integration packs with
activities to interact with their product from an Orchestrator runbook.

Orchestrator Integration The Orchestrator Integration Toolkit lets you extend your library of activities

Toolkit beyond the collection of standard activities and integration packs. The
Integration Toolkit has wizard-based tools to create new activities and
integration packs for Orchestrator. Developers can also use the Integration
Toolkit to create integration packs from custom activities that they build by
using the Orchestrator SDK.

New Capabilities
e Exchange Administrator Integration Pack for Orchestrator in System Center 2012 SP1

e Exchange Users Integration Pack for Orchestrator in System Center 2012 SP1
e Representational State Transfer (REST) Integration Pack Guide for Orchestrator in System Center 2012 SP1

System Center App Controller

System Center App Controller is a Silverlight web-based interface that allows you to manage, build, configure and
deploy services both on the private and the public cloud. With this interface, you will have a common self-service
experience through your different clouds. This interface is mainly used to provide self-service capabilities for your
application owners.

The ability to control and manage applications and services within the private cloud is critical. A key requirement,
as organizations begin using hybrid apps, will be the ability to connect with services in other clouds and to
manage them through a single management experience.

Components Description

App Controller Server The App Controller Server runs the web-based Silverlight application to
manage, build, configure and deploy services both on your private cloud and
the public cloud.

Database The database that contains the necessary information for the connection to
your Azure subscriptions and your Virtual Machine Manager service(s).
PowerShell Module The App Controller PowerShell Module provides administrators with the ability

to automate App Controller administration.
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New Capabilities

e Upload a virtual hard disk or image to Windows Azure from a VMM library or network share

e Migrate a virtual machine from VMM to Windows Azure
e Add a Service Provider Framework (SPF) hosting provider connection. SPF enables service providers to offer
Infrastructure as a Service (laaS) to their clients.

System Center Virtual Machine Manager

System Center Virtual Machine Manager is the component that provides you with virtual machine management
AND service deployment. This component comes with support for multi-hypervisor environments and is the
system that allows you to define, create and manage your private cloud environment(s).

Components Description

VMM Management Server  The computer on which the Virtual Machine Manager service runs and which
processes commands and controls communications with the VMM database,
the library server, and virtual machine hosts.

VMM Console The Virtual Machine Manager Console is the graphical user interface to your
VMM environment.

VMM Self-Service Portal A website used to deploy and request virtual machines.

VMM Database The VMM database stores all the Virtual Machine Manager configuration and
information regarding the hosts and virtual guests.

VMM Library Server The VMM Library Server is a catalog of resources containing all the ISO files,
virtual hard disks, templates and profiles used to deploy virtual machines and
services.

New Capabilities

e Support for Network Virtualization with the support for using DHCP to assign customer IP addresses
e Support for VHDX format with functionality to convert from VHD to VHDX

e Support for file shares using SMB 3.0

System Center Operations Manager

System Center Operations Manager provides you with deep application diagnostics and infrastructure monitoring
of your private cloud components. It can offer you a thorough overview of the performance and availability of
applications deployed in your datacenter, private or public cloud.

Components Description

Management Server The Operations Manager Management Server is the focal point for
administering the management group and communicating with the database.
When you open the Operations console and connect to a management group,
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you connect to a management server for that management group. Depending
on the size of your computing environment, a management group can contain
a single management server or multiple management servers.

Operations Console The Operations Manager is the graphical user interface that will give you the
single pane of glass monitoring of your private cloud.

Operations Manager The OpsMgr database is where all the collected data like performance & event

Database data, alerts etc. are stored.

Operations Manager Data The OpsMgr data warehouse is used for long term reporting.

Warehouse

Operations Manager Web The OpsMgr web console provides a browser-based alternative to the OpsMgr
Console console.

Operations Manager Browser-based console to provide deep insight in your .Net applications
Advisor
Gateway Server A gateway server is used to monitor untrusted environments like a DMZ Audit

Collection Server ACS is used for collecting and auditing security events.

New Capabilities

The diagnostic and monitoring capabilities have been expanded in System Center 2012 Operations Manager
SP1. New features include:

e Monitoring Windows Services built on the .NET Framework

e Automatic discovery of ASP.NET MVC3 and MVC Applications

e Enabled APM of SharePoint 2010

e Integration with Team Foundation Server 2010 and 2012

System Center Service Manager

Service Manager provides an integrated platform for automating and adapting your organization'’s IT service
management best practices, such as those found in Microsoft Operations Framework (MOF) and Information
Technology Infrastructure Library (ITIL). It provides built-in processes for incident and problem resolution, change-
control, and release management.

Components Description

Management Server Contains the main software part of a Service Manager installation. You can use
the Service Manager management server to manage incidents, changes, users,
and tasks.

Database The database that contains Service Manager configuration items (Cl) from the

IT Enterprise; work items, such as incidents, change requests, and the

configuration for the product itself. This is the Service Manager

implementation of a Configuration Management Database (CMDB).
Data warehouse The computer that hosts the server piece of the data warehouse.
management server
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Data warehouse databases  Databases that provide long-term storage of the business data that Service
Manager generates. These databases are also used for reporting.

Service Manager console The user interface (Ul) piece that is used by both the help desk analyst and the
help desk administrator to perform Service Manager functions, such as
incidents, changes, and tasks. This part is installed automatically when you
deploy a Service Manager management server. In addition, you can manually
install the Service Manager console as a stand-alone part on a computer.

Self-Service Portal A web-based interface into Service Manager.

New Capabilities
e Chargeback helps you can apply cloud-based pricing to your Virtual Machine Manager fabric

e Improved Operations Manager Integration
e SQL Server 2012 Support
e  Windows Server 2012 and Windows 8 Support

System Center Data Protection Manager

Data Protection Manager (DPM) enables disk-based and tape-based data protection and recovery for servers such
as SQL Server, Exchange Server, SharePoint, virtual servers, file servers, and support for Windows desktops and
laptops. DPM can also centrally manage system state and Bare Metal Recovery (BMR) which will allow us to
protect the servers that contain our virtualized infrastructure.

Components Description

DPM server The DPM server contains the program files of the Data Protection Manager
installation. This server will be responsible for all the protection and recovery
jobs

Database The DPM database will contain all the information of your Data Protection

Manager environment. All protection group information, agent information,
recovery points and so on are stored here.

Central Console Operations Management is used as the platform for the central console and is
used to manage your SCDPM server (or multiple DPM servers)

Storage Pool The Storage Pool contains your storage that will be used to take disk-to-disk
backups
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New Capabilities

e Cluster Shared Volume (CSV) 2.0 Support for improved performance on backing up virtual machines on
CSVs.

e Hyper-V protection over remote SMB Shares.

e Scale Out support for Hyper-V machines.

e Protection of Windows 8 de-duplicated volumes.

e Support for Live Migration.

e Integration with Windows Azure Online Backup.

e Support for SQL 2012 Always-On feature.

e Support for Resilient File System (ReFS).

Summary

In this first chapter, you reviewed the components that are needed to deploy a private cloud. Now you know all
the building blocks to start with your evaluation of the Private Cloud.

Setup and

deploy your

Introduction Experiences Other Info

Private
. Cloud
Links to other
areas of interest Manage Manage Private Manage Reporting
Private Private Cloud Apps in the insights of

Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud
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Setup and deploy your Private Cloud

Architecture

Here is the overview of what hardware we are going to use for our private cloud evaluation. This can be different
from your environment but this is the minimum required to evaluate the Private Cloud.

Server 2012 Virtual Machine Guests

AD
Data Protection Manager Domain Controller

5QL 2012 5P1 Windows 2012 Active Directory

ServiceMgr ServieMgrDW SharePoint
Service Manager Service Manager Data Warehouse ‘Sharepoint 2010
$QL 20125P1 SQL 2012 SP1 QL 2008 R2

Orchestrator

‘Operations Manager Orchestrator
5QL 2012 SP1

v AppController
Virtual Machine Manager App Controller
SQL 2012 5P1 SQL 2012 5P1 SQL 2012 SP1

[ Server 2012 Hyper-V Hosts ]

HyperV02 HyperV03 HyperV04
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Installing the Private Cloud

Implementing or upgrading your Private Cloud

This document covers two situations where you may be deploying System Center 2012 SP1 into a Lab or sandbox
environment for evaluation of the Private Cloud. This may be your first time evaluating System Center 2012 and
Windows Server 2012, so you have an environment that is empty. Or this may be a follow up from a previous
evaluation using the Private Cloud Evaluation guide that was released with the System Center 2012 RTM package.

In future there will also be an option to install the full System Center 2012 Suite using the Microsoft Cloud
Accelerator Toolkit.

Both of these situations can be covered in the Install and Upgrade sections below. If you wish to install a Private
Cloud environment from a blank environment, follow the steps outlined below in the Installing the Private Cloud
section. If you wish to upgrade an existing Private Cloud evaluation environment delivered via the Unified Installer
or the previous Private Cloud Evaluation guide, then follow the steps outlined in the section Upgrading the Private
Cloud.

If you have previously deployed the Private Cloud either using the previous Evaluation Guide or using the Unified
Installer that was released with System Center 2012 RTM, you may have less hardware than the diagram above.
To upgrade an RTM environment to SP1 and implement the scenarios in later sections of the document you will
need 2 additional hosts, and 2 network cards per host. Each server must have Windows Server 2012 installed, and
the Hyper-V role enabled.

More detail on setting up the hardware can be found in the section labeled Upgrading the Private Cloud.

Prerequisites =

Physical servers

The following minimum physical servers are required:

Name CPU  Memory | Disk NIC's Main IP Cluster IP

HyperV02 4 16 GB 1TB 2 Physical NICs 192.168.1.2 172.24.100.2
HyperV03 4 16 GB 1TB 2 Physical NICs 192.168.1.21 172.24.100.21
HyperVo04 4 16 GB 1TB 2 Physical NICs 192.168.1.22 172.24.100.22

All servers have a subnet mask of 255.255.255.0 on both network adapters.
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Virtual servers

The following virtual servers are required:

Name Function CPU Memory Disk IP

Orchestrator Orchestrator server 2vCPU 4GB 60GB  192.168.1.3
VMM Virtual Machine Manager server 2vCPU 4GB 90GB  192.168.1.4
AppController App Controller server 2vCPU 4GB 60GB  192.168.1.5
OpsMgr Operations Manager server 2vCPU 4GB 60GB  192.168.1.6
ServiceMgr Service Manager server 2vCPU 4GB 60GB  192.168.1.7
ServiceMgrDW Service Manager Data Warehouse 2vCPU 4GB 60GB  192.168.1.8
server
DPM Data Protection Manager server 2vCPU 4GB 60GB  192.168.1.9
AD Domain Controller 2vCPU 2GB 60GB  192.168.1.10
SharePoint SharePoint 2010 Server 2vCPU 4GB 60GB  192.168.1.11

When you are going to deploy the infrastructure and work through the different exercises, you can use your own
IP addresses and better hardware. If you work with different IP ranges, you need to take into account that for
some of the exercises, you will also need to change the ranges.
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Installing the Private Cloud — fresh install

Requirements

If you are installing the Private Cloud with Server 2012 and System Center 2012 SP1 with a blank environment you
will require the following prerequisites:

Hardware 3 Hosts meeting the minimum specification as detailed in the Architecture section
Operating Windows Server 2012
Systems http://www.microsoft.com/en-us/server-cloud/windows-server/trial.aspx

Windows Server 2008 R2 SP1
http://www.microsoft.com/en-us/download/details.aspx?id=11093

Software System Center 2012 SP1
http://www.microsoft.com/en-us/download/details.aspx?id=34607 (BETA)
SQL 2012 SP1
http://www.microsoft.com/betaexperience/pd/SQL2012EvalCTA/enus/default.aspx
SQL 2008 R2 SP2
http://www.microsoft.com/en-us/download/details.aspx?id=6362

Each product within the System Center suite and SQL also have their own prerequisites. Please refer to the
documentation for each product for guidance on installation.

Reference Links

e Windows Server
o Download Windows Server 2012

o Installing Windows Server 2012

0 How to Install Active Directory Domain Services
e SQL Server
o Download Microsoft SQL Server 2012 SP1
0 How to install SQL Server 2008 R2
0 Quick Start Installation of SQL Server 2012 SP1
e System Center
o Download System Center 2012 SP1
Install System Center 2012 SP1
How to Install Virtual Machine Manager Management Server

Single-Server Deployment of Operations Manager

Installing Service Manager on Two Computers

Self-Service Portal Deployment for System Center 2012 Service Manager

How to Install Orchestrator on a Single Computer

Installing App Controller

Installing Data Protection Manager
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Installation process

Once you have the prerequisites downloaded the installation process can commence. Follow each of the steps as

detailed in the sequence below.

Install Windows Server 2012 hosts

Install Windows Server 2012 on the two physical hosts.

Once the hosts are built complete the following actions on each host:

Assign the IPv4 addresses as per the table in the Private Cloud Architecture section in this document
Rename the hosts to match the naming convention in the Private Cloud Architecture section in this
document

Add the Hyper-V Role (see appendices for detailed instructions)

Once these steps are complete, configure the Virtual Network on each host. It is important that each host has

identical Virtual Network settings. To configure the Virtual Network, follow the instructions below on each host:

N o AW =

Open the Hyper-V Manager console

Click on Connect to Server in the right hand pane

Type localhost and click OK

Right click on the Host name and select Virtual Switch Manager

Select New Virtual Network Switch, click on External and click Create Virtual Switch

Set the Name to “External Virtual Network”

Ensure the physical network adapter is selected and the tick box allow management operating system to
share this network adapter is ticked.

Click OK.

Once the Hosts are configured, complete these steps:

1.

Create a virtual machine for each of the servers as detailed in the Private Cloud Architecture section,
ensuring the settings match the table. (See Appendices for instructions on creating a virtual machine).
Ensure when you create these virtual machines that you distribute the machines across the 3 physical
hosts HyperV02, HyperV03 and HyperV04.

Install Windows Server 2012 on every virtual machine, except the SharePoint server

Install Windows Server 2008 R2 on the SharePoint server

Configure each virtual machine as per the table in the Private Cloud Architecture section in this document.
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5. Configure the network settings on each virtual machine as per the table in the Private Cloud Architecture
section. See the appendices for steps on setting the IPv4 address on a Windows 2012 server.

6. Prepare Active Directory on the server "AD".

7. Add all servers to the new domain. See the appendices for steps on how to add a Windows 2012 server
to the domain.

Once these steps are complete, the lab you have constructed will be ready for deploying System Center 2012.

Group policies

To make the evaluation easier, we've created a Group Policy on domain level to enable and disable a few settings.
By default we disabled all Windows Firewalls on the server machines and enabled remote desktop for easy access.
It is not necessary to disable Windows Firewall and you can review the requirements for Windows Firewall on the
different TechNet pages for the components.

Passwords

All passwords in this evaluation guide are the same. For every account, we are using the password: "pass@word1”

Installing System Center 2012 SP1

Now that the lab is ready for System Center 2012, you can start deploying the different products in the suite on
each of the virtual machines in the lab. Install each product in the following order:

e Virtual Machine Manager
e Operations Manager

e Service Manager

e  Orchestrator

e App Controller

e Data Protection Manager

You'll notice below that all items that should be installed on the virtual machine with that product have been
included. If you've already installed that product on the virtual machine, you may skip installing it again.

Virtual Machine Installation Guidance

1. Install SQL 2012 SP1 on the virtual machine designated for Virtual
Virtual Machine Manager Machine Manager as per the installation instructions found here
http://technet.microsoft.com/en-us/sqlserver/ff898410.aspx

2. Install System Center 2012 Virtual Machine Manager SP1 as per the
installation instructions found here http://technet.microsoft.com/en-
us/library/gg610669.aspx.
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Operations Manager

Install SQL 2012 SP1 on the virtual machine designated for Operations
Manager as per the installation instructions found here
http://technet.microsoft.com/en-us/sqlserver/ff898410.aspx

Install System Center 2012 Operations Manager SP1 as per the
installation instructions found here http://technet.microsoft.com/en-
us/library/hh298609.aspx.

Service Manager

Install SQL 2012 SP1 on the virtual machine designated for Service
Manager as per the installation instructions found here
http://technet. microsoft.com/en-us/sqlserver/ff898410.aspx.

Install SQL 2012 SP1 on the virtual machine designated for Service
Manager Data Warehouse using the same instructions. Ensure that as
well as the Database engine, that the Reporting Services and Analysis
Service are also installed with SQL 2012.

Install SQL 2008 R2 on the virtual machine designated for SharePoint
as per the installation instructions found here
http://technet.microsoft.com/en-us/sqlserver/ff398089.aspx

Install System Center 2012 Service Manager SP1 as per the installation
instructions found here http://technet.microsoft.com/en-

us/library/hh305220.aspx. Use the two-computer scenario.

Install the Self Service Portal for System Center 2012 Service Manager
SP1 using the instructions found here
http://technet.microsoft.com/en-us/library/hh495575.aspx.

Orchestrator

Install SQL 2012 SP1 on the virtual machine designated for
Orchestrator as per the installation instructions found here
http://technet.microsoft.com/en-us/sqlserver/ff898410.aspx.

Install System Center 2012 Orchestrator SP1 as per the installation
instructions found here http://technet.microsoft.com/en-
us/library/hh420337.aspx.

App Controller

Install SQL 2012 SP1 on the virtual machine designated for App
Controller as per the installation instructions found here
http://technet. microsoft.com/en-us/sqlserver/ff898410.aspx.

Install System Center 2012 App Controller SP1 as per the installation
instructions found here http://technet.microsoft.com/en-
us/library/jj871059.aspx.

Data Protection Manager

Install System Center 2012 Data Protection Manager SP1 as per the

installation instructions found here http://technet.microsoft.com/en-
us/library/hh758153.aspx.

DPM has SQL 2008 R2 as part of the product download and this will
be installed during the install phase.
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Summary

Once you have completed each of the installations as documented above you will have a Private Cloud
environment ready to perform the scenarios available in this document. Once you are ready to start these
scenarios, please continue to the Scenario Prerequisite section.

Setup and
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Private Private Cloud
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Upgrade your existing Private Cloud to SP1

If you have previously deployed System Center 2012, and wish to reuse that environment to re-evaluate the
Private Cloud with System Center 2012 SP1, this is entirely possible. To accomplish this you will need to complete
several tasks to take the environment to a state where the scenario information in the subsequent sections is
possible to complete.

This upgrade process presumes that the environment you are currently running is built using the previous version
of the Private Cloud Evaluation Guide that was released with the RTM of System Center 2012. Before starting this
process, ensure that all of the latest Windows Updates and Service Packs are applied to the environment.
Specifically ensure that all System Center 2012 installations are updated to Update Rollup 2.

Upgrade the hardware

In the previous Evaluation Guide there was a requirement for a single physical host. This is now increased to three
physical hosts with the following minimum specification:

Name CPU Memory Disk Network Cards Main IP

HyperVo02 4 16 GB 1TB 1 Physical NIC 192.168.1.2
HyperVo03 4 16 GB 17B 1 Physical NIC 192.168.1.21
HyperV04 4 16 GB 1TB 1 Physical NIC 192.168.1.22

To upgrade the hardware, add the two new

Important Note

physical hosts into your Evaluation Lab

environment, and build them using Windows
Server 2012. Install Windows Server 2012 on the
two physical hosts.

Note that each server requires two physical network
cards to complete the scenarios detailed in the later
sections of this document.

Once they have been built, set the IP addresses as
per the above table and add them to the domain you have currently in your lab environment. See the Appendices
for details on how to edit a Windows Server 2012 server IP settings and add it to a domain.

Once they are built, add the Hyper-V role to each of the Windows Server 2012 hosts and set the Virtual Network
settings. It is important that each host has identical Virtual Network settings. To configure the Virtual Network,
follow the instructions below on each host:

Open the Hyper-V Manager console

Click on Connect to Server in the right hand pane

Type localhost and click OK

Right click on the Host name and select Virtual Switch Manager

Select New Virtual Network Switch, click on External and click Create Virtual Switch

o vk W=

Set the Name to External Virtual Network
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7. Ensure the physical network adapter is selected and the tick box allow management operating system to

share this network adapter is ticked.

8. Click OK.

e Description of Update Rollup 2 for System Center 2012

e Installing Microsoft Windows Server 2012

e Evaluating Microsoft Windows Server 2012

Upgrade System Center 2012 to SP1

Once the new Windows 2012 Hosts are in place, it's time to start upgrading the Private Cloud to System Center

2012 SP1. This must be completed in a particular sequence and this sequence is documented in the "Upgrade

Sequencing for System Center 2012 Service Pack 1" found http://technet.microsoft.com/en-

us/library/jj628191.aspx. The Installation Guidance below follows this sequence.

Installation Guidance

Orchestrator

To upgrade Orchestrator to SP1 follow the document “Upgrading
System Center 2012 - Orchestrator to System Center 2012 SP1” which
can be found http://technet.microsoft.com/en-
US/library/jj900231.aspx.

Service Manager

To upgrade Service Manager to SP1 follow the document “Upgrading
to System Center 2012 - Service Manager” which can be found
http://technet.microsoft.com/en-us/library/hh519584.aspx.

Data Protection Manager

To upgrade Data Protection Manager to SP1 follow the document
“Upgrading from System Center 2012 - Data Protection Manager”
which can be found http://technet.microsoft.com/en-
us/library/jj650934.aspx.

Operations Manager

To upgrade Operations Manager to SP1 follow the document
“Upgrading System Center 2012 - Operations Manager to Operations
Manager in System Center 2012 Service Pack 1" which can be found
http://technet.microsoft.com/en-us/library/jj899854.aspx.

Virtual Machine Manager

To upgrade Virtual Machine Manager to SP1 follow the document
“Upgrading to VMM in System Center 2012 SP1” which can be found
http://technet.microsoft.com/en-us/library/jj870890.aspx.

App Controller

To upgrade App Controller to SP1 follow the document “Deploying
App Controller in System Center 2012 Service Pack 1 (SP1)" which can
be found http://technet.microsoft.com/en-us/library/jj871059.aspx.
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Physical hosts

Once the System Center 2012 suite has been upgraded to SP1, migrate each of the virtual machines currently

running on HyperV02 to HyperV03 and HyperV04. Once these virtual machines have been removed from
HyperV02, rebuild the HyperV02 host to Windows Server 2012.

Summary

Once these upgrades have been completed you should have the following:

e 3 physical hosts with Windows Server 2012
e 7 Virtual Machines with System Center 2012 SP1

Setup and
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Configuring the Private Cloud experiences

This document follows a series of scenarios that a typical business would perform to implement and take
advantage of a Server 2012 and System Center 2012 SP1-based private cloud. In these scenarios we will use the
personas of Jeff and Debbie.

Jeff is the Data Center admin for Contoso Electronics, a small firm that is growing rapidly beyond its current
infrastructure. Increased sales and market share means the current IT infrastructure cannot cope with the
requirements for the business, and Jeff needs to take advantage of many of the features of the private cloud to
increase the ability of the companies’ infrastructure to respond to growing demand.

Debbie is a Business Unit owner and leads a team of developers responsible for delivering new retail applications
to the business. She maintains several environments for developing the new applications and requires the
infrastructure to be made available at short notice when new projects are provisioned. She also needs to keep an
eye on the cost of these environments as each project must be charged on the resources they consume.

During these scenarios, these people will be involved in decision making and taking advantage of the new
capabilities of System Center 2012 SP1, and Server 2012.

Prerequisites

The following prerequisites are required to be in place before you can start the evaluation of the Microsoft private
cloud solution. All of these steps will take place on HyperV02, HyperV03 or Hyperv04. It is assumed that the
Hyper-V role has already been added to these hosts, that they have been added to the Contoso.com, and they
have the same IP address as outlined in the hardware recommendations in the previous chapter.

Required software for scenarios

The following software will be required for to complete the following stories. The software can be obtained from
the Microsoft website and links are provided.

e Windows Server 2012

Microsoft Windows Server 2012 Evaluation VHD. This is required for the build of Guest01 and should be
downloaded and extracted to the folder C:\VirtualMachines on HyperV02.

http://technet.microsoft.com/en-nz/evalcenter/hh670538.aspx

e SQL Server 2012 SP1
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Microsoft SQL Server 2012 with SP1 Evaluation. This is require for the build of Guest01 and should be
downloaded and extracted to the folder C:\VirtualMachines on HyperV02.

http://technet.microsoft.com/en-us/evalcenter/hh225126.aspx

e SysInternals Tools

Microsoft Sys Internals VHDTool. This is required for the generation of a large VHD on Guest01. To make the file
easily accessible to Guest01, the file should be stored on the SMB 3.0 share \\HyperV02\SMB3Share on
HyperVo02

http://archive.msdn.microsoft.com/vhdtool

Configuring a SMB 3.0 share

Before Jeff can implement a highly available private cloud solution he is going to need a commonly accessible

storage platform that can host his highly available services. There are numerous ways that this can be achieved

but for the purposes of his evaluation Jeff would like to use a new feature in Microsoft Windows Server 2012.
That feature is SMB 3.0 and is available as an installable feature.

The following steps should be completed on the server HyperV02
Create a SMB 3.0 share

1. Open Server Manager, confirm that the Dashboard is open and select Add Roles and Features
[ Server Manager |;|£-

~h Dashboard | I' Manage Tools  View

IZE Dashboard

B Local Server

ii All Servers

WELCOME TO SERVER MANAGER

0 Configure this local server

#§ File and Storage Services P

QUICK START

Add roles and features

MJ

Add other servers to manage

(98}

WHAT'S NEW
4 Create a server group

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1
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1. In the Before You Begin screen, select Next

DESTINATION SERVER

Before you begin HYPERVD2 contoso com

This wizard helps you install roles, role services, or features. You determine which rales, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting 2 website.

Server selection X
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Netweork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[[] Skip this page by default

< Previous ‘ | MNext » |

2. Inthe Installation Type screen, tick Role-based or feature-based installation. Then select Next

DESTIMATIOM SERVER

Select installation type HYPERVCR contose com

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous. | | MNext > | | Install ‘ | Cancel
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3. In the Server Selection screen select HyperV02 from the Server Pool, select Next

Select destination server

Befors You Begin
Installation Type

Server Roles

Features

DESTINATION SERVER
HYPERVD2.contoso.com

Select a server or a virtual hard disk on which to install roles and features.

(@ Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter: |

Name IP Address

HYPERVD2.contoso.com 192.168.1.2

Operating System

Microsoft Windo

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the

Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

< Previous | | MNext > | | Install | | Cancel

4. In the Server Roles screen, expand File and Storage Services, tick File and iSCSI Services, select Next

Select server roles

gefors ou Begin
Installation Type

Server Selection

Features

Confirmation

Select one or more roles to install on the selected server,

Roles

[] Active Directory Certificate Services
[] Active Directory Domain Services
[[] Active Directory Federation Services

[] Application Server
[[] DHCP Server
[] DNS Server
[[] Fax Server
[H] File And Storage Services (Installed)
[ File and i5C5] Services

Storage Services (Installed)
Hyper- (Installed)
[] Metwerk Policy and Access Services
[] Print and Document Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

W

DESTINATION SERVER
HYPERVD2.contoso.com

Description

File and iSCSI Services provides
technelogies that help you manage
file servers and storage, reduce disk
space utilization, replicate and cache
files to branch offices, move or fail
over a file share to another cluster
node, and share files by using the
MFS protocol.

< Previous | | Mext » | | Install | | Cancel
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5. In the Features screen select Next

Select features

Before You Begin
Installztion Type
Server Selection

Server Rcles

Confirmation

6. In the Confirmation screen click on Install

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Select one or more features to install on the selected server,

Features

P [W] .NET Framework 4.5 Features (Installed)
b [ Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[[] BitLocker Netweork Unlock

[[] BranchCache

[ Client for NFS

[] Data Center Bridging

[[] Enhanced Storage

[] Failover Clustering

[] Group Policy Management

[ Ink and Handwriting Services

[ Internet Printing Client

[] Ip Address Management (IPAM) Server

<l

DESTIMATION SERVER
HYPERV02.comtoso.com

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Confirm installation selections

DESTINATION SERVER
HYPERWD2 contoso.com

To install the following roles, role services, or features on selected server, click Install.

[T] Restart the dlestination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do not want to install these optional features, click Previous to clear

their check boxes.

File And Storage Services
File and i5C5I Services

File Server

Export configuration settings
Specify an alternate source path

<previous | | net> | [ mstal ][ cancel
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7. On the Results screen confirm that the installation was successful. Then select Close

= Add Roles and Features Wizard = | =] -

DESTINATION SERVER

Installation progress HYPERVE2 cortose.com

View installation progress

n Feature installation

Installation succeeded on HYPERVO2.contoso.com.

File And Storage Services
File and iSCSI Services

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext > Close Cancel

8. In Server Manager select File and Storage Services

Server Manager

Dashboard
Local Server
ii All Servers

WE File and Storage Services [
s Hyper-V
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9. Click Shares

Server Manager *

— - SHAH
Iz Servers il 1o da
i Volumes
s Disks

ﬂ Storage Pools
B

[

10. Select Tasks and then New Share...

- SHARES
el |\ data available. Iﬁm
| Mew Share... |
There are no shares.
Refresh

To create a file share, start the New Share Wizard.
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11. On the Select Profile screen, select SMB Share — Applications

Select the profile for this share

File share profile: Description:

This profile creates an SME file share with settings
appropriate for Hyper-V, certain databases, and othar
server applications.

SMB Share - Quick

SME Share - Advanced
SME Share - Applications
MF3 Share - Quick

MFS Share - Advanced

Share Location

< Previous || Mext = | | Create || Cancel

12. In the Share Location screen select HyperV02, then select the drive that you would like to host your

share on (ensure the drive has 100GB of free space). Then select Next

Select the server and path for this share

Selact Profile Server:
Server Name Status Cluster Role Owner Node

HYPERV02 Online Mot Clustered
Share Name

Share location:
(®) Select by volume:
Volume Free Space  Capacity  File System
T03GB  238GB NTFS
339GB  466GB NTFS
257 GB 466 GB NTFS
The location of the file share will be a new folder in the \Shares directery on the selected
volume,

() Type a custom path:

<Previous|| MNext = | | Create || Cancel ‘
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13. In the Share Name screen, input the share name SMB3Share. Then select Next

Specify share name

Select Profile Share name: SMB3Share]
Share Location
Share description:

Other Setlings

Local path to share:
JA\Shares\SMEB3Share
0 If the folder does not exist, the folder is created.

Remaote path to share:
YHYPERV02\SMB3Share

14. On the Other Settings screen select Next without changing any settings

Configure share settings

Selact Profile [[] Enable access-based enumeration

Share Location Access-based enumeration displays cnly the files and folders that a user has permissions to

access. If a user does not have Read (or equivalent) permissions for a felder, Windows hides the
Share Mame folder from the user's view.

[] Allow caching of share

Permissions Caching makes the contents of the share available to offline users. If the BranchCache for
Metwork Files role service is installed, you can enable BranchCache on the share,
[T] Enable BranchCache on the file share
BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.
Learn more about configuring SMB cache settings

[] Encrypt data access

‘When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server,
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15. On the Permissions screen page select Customize Permissions

Specify permissions to control access

Selact Profile If this share will be used for Hyper-V, you may need to enable constrained delegaticn to enable

remaote management of the Hyper-V host.

share Location For more information refer to the constrained validation help topic.

Share Name

Other settings Permissions to access the files on a share are set using a combination of folder permissions, share
permissions, and, optionally, a central access policy.

Confirmation Share permissions: Everyone Full Control

Folder permissions:
Type Principal Access Applies To

Allow BUILTIN'Users Special This folder and subfolders
Allow BUILTIN\Users Read & execute This folder, subfolders, and files
Allow CREATOR CWNER Full Centrol Subfolders and files only
Allow NT AUTHORITY\SYSTEM  Full Control This folder, subfolders, and files
Allow BUILTINVAdministraters  Full Control This folder, subfolders, and files
Allow BUILTINVAdministrators  Full Control This folder anly

Customize permissions...

16. In the Advanced Security Settings for SMB3Share window, select Add

Mame: J\Shares\5MB35hare

Ohiyner: Administrators (HYPERVO2\Administrators) Change

Permissions Share Auditing Effective Access |

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available),

Permission entries:

Type Principal Access Inherited from Applies to
82, Allow  Administrators (HYPERVO2\A...  Full control MNone This folder only
% Allow  Administrators (HYPERVO2\A...  Full control 1A This folder, subfolders and files
82 Allow  SYSTEM Full control I This folder, subfolders and files
2, Allow  CREATOR OWMER Full control I Subfolders and files only
% Allow  Users (HYPERVD2\Users) Read 8! execute 1A This folder, subfolders and files
82, Allow  Users (HYPERVO2\Users) Special I This folder and subfolders

| Add || Remowe || Wiewn |

Disable inheritance

[[]Replace all child abject permission entries with inheritable permissian entries from this object

Ok || Cancel || Apply

Setup and deploy- Configuring the Private Cloud experiences

35



17. Click on Select a Principal

Principal:  Select a principal

Type: |AIIDW v|

Anplies to: |This folder, subfolders and files v|

18. Select Object Types

Select this object type:

|User, Group, or Built-in secunty principal | | Object Types... |

From this location:

|contusn.com || Locations... |

Enter the object name to zelect [examples]:

| Check Mames

19. Tick Computers select OK

Select the types of objects you want to find,

Object bppes:

[v] * Built-in zecurity principals

O @ Service Accounts
Computers

v * Groups

v s. zers

Cancel
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20. Fill in the name of your first Hyper-V host (in this example HyperV03), then select Check Names

Select this object type:

|User, Computer, Group, or Built-in security principal | | Object Types. .. |

From thiz location:

|contoso.com || Locations. .. |

Enter the object name to select [examples]:

Hyperv' 03 Check Mames

[e=m])

21. Confirm the servers name has been found correctly then click on OK

Select thiz object type:

|User, Computer, Group, or Built-in security principal | | Object Types... |

Fraom this location:

|contoso.com || Locations... |

Enter the object name to select [examples):

HYPERYO3 Check Names

[=m)
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22. This will return you to the permissions for SMB3Share, tick Full Control, select OK

Principal:  HYPERWO3 (CONTOSCAHYPERVOZ$  Select a principal

Type: | Allow Y]

Applies ta: |Thi5fn|der,5uhfﬂ\ders and files v|

Basic permissions: Show advanced permissions
Full contral
[w] Maodify

[w]Read & execute

[+ List folder contents
[+ Read

[ Mirite

[ Special permissions

[] Only apply these permissions ta abjects and/ar containers within this cantainer

Add a candition to limit access, The principal will be granted the specified permissions only if conditions are met,

Add a condition

23. Repeat above steps 18-22 for HyperV04

24. Confirm that HyperV03 and HyperV04 are listed in the permissions, select OK

Mame: J\Shares\SMB3Share

Owwner: Administrators (HYPERVOZ\Administrators) Change

Permissions Share Auditing Effective Access |

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available),

Permission entries:

Type  Principal Access Inherited from  Applies to
&5 Allow  Administrators (HYPERVO2\Administrators)  Full control Mone This folder enly

Allow  HYPERVO3 (CONTOSOVHYPERVO3S) Full control This folder, subfolders and files
E‘ Allow  HYPERVO4 (CONTOSO\HYPERVD4S) Full control This folder, subfolders and files
g Allow  Administrators (HYPERVO2\ Administrators)  Full control : This folder, subfolders and files
% Allow  SYSTEM Full control : This folder, subfolders and files
B2 Allow  CREATOR OWMER Full control : Subfolders and files only

% Allow  Users (HYPERVOZ\Users) Read 8¢ execute : This folder, subfolders and files
< m [>]

[ 8dd | [ Remove |[ Edit

Disable inheritance

[]Replace all child object permission entries with inheritable permission entries from this object

Ok || Cancel || Apply
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25. On the Permissions screen click on Next

Specify permissions to control access

If this share will be used for Hyper-V, you may need to enable constrained delegation to enable
remote management of the Hyper-V host.

Select Profile

Share Location For more information refer to the constrained validation help topic.

Share Name

Other Settings Permissions to access the files on a share are set using a combination of folder permissions, share
permissions, and, optionally, a central access policy.

Confirmation Share permissions: Everyane Full Contral

Falder permissions:
Type Principal Access Applies Ta

Allow BUILTINYUsers Special This felder and subfolders
Allow BUILTIN'Users Read & execute This folder, subfolders, and files
Allow CREATOR CWNER Full Control Subfolders and files only
Allow NT AUTHORITYWSYSTEM  Full Centrol This folder, subfelders, and files
Allow BUILTIN'Administraters  Full Control This folder, subfolders, and files
Allow CONTOSOVHYPERWO33  Full Control This folder, subfelders, and files
Allow CONTOSCVHYPERVO4S  Full Control This folder, subfolders, and files
Allow BUILTIN'Administrators  Full Control This folder only

Customize permissions... |

| < Previous | |

26. On the Confirmation screen click on Create

Confirm selections

Selact Profile Confirm that the following are the correct settings, and then click Create.

Share Location
SHARE LOCATION

Share Name Server: HYPERVD2
Other Settings Cluster role: Mot Clustered
Permissions Local path: JShares\SMB3Share

SHARE PROPERTIES
Share name: 5MB35hare

Protocal: SMB

Access-based enumeration: Disabled
Caching: Disabled
BranchCache: Disabled
Encrypt data: Disabled
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27. Confirm that the action has been completed successfully. Select Close

View results

The share was successfully created.

Task Progress Status
Create SME share I Completed
Set SMEB permissions S Completed

< Previous | | MNext = | ‘

This now completes the creation of an SMB 3.0 share. This will be used as the storage target for the cluster which
will be configured in the next step.
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Install the Microsoft Failover Cluster

1. Load Server Manager, confirm that the Dashboard is open and then select Add roles and features

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

B Local Server

i' All Servers ; .
oo _ o Configure this local server
g File and Storage Services b
B Hyper-V QUICK START
2 Add roles and features
3 Add other servers to manage

WHAT'S NEW
4 Create a server group

LEARN MORE

2. On the Before You Begin window click Next

3. Inthe Installation Type screen, tick Role-based or feature-based installation. Then select Next

E Add Roles and Features Wizard = [ = -

DESTIMATION SERVER

Select installation type a3 contoso com

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

. ®) Role-based or feature-based installation
Server Selaction X X .
Configure a single server by adding roles, rele services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
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4. On the Server Selection screen select HyperV03 from the Server Pool, then select Next

DESTINATION SERVER

Select destination server Hyperi03 comoso.com
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Typs (®) Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

IP Address. Operating System

Microscft Wind

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous ‘ | Next = | | Install | | Cancel

5.  On the Server Roles screen, click on Next

DESTIMATION SERVER

Select server roles Hymerv03.sonisse com

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Szlection E = Active Directory Certificate Services
(AD CS) is used to create
[ Active Directory Domain Services certification authorities and related
Features [] Active Directory Federation Services role services that allow you to issue
[[] Active Directory Lightweight Directory Services anc_l manage c.ertlf.icales usedina

i . A . variety of applications.
[] Active Directory Rights Management Services
[] Application Server
[] DHCP Server
[] DNS Server

[] Fax Server

[®] File And Storage Services (Installed)
[ Hyper-v

[[] Metwark Policy and Access Services
[] Print and Document Services

[] Remote Access

[[] Remote Desktop Services
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6. In the Features screen tick Failover Clustering

Select features

Befors You Bagin
Installation Typs
Server sslection

Server Roles

7. The Add features that are required for Failover Clustering window will open, click on Add Features

Select one or more features to install on the selected server,

Features

b [] .NET Framework 3.5 Features
b [H] .NET Framewark 4.5 Features {Installed)
O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] Bitlocker Netwark Unlack
[] BranchCache
[] Client for NFS
[[] Data Center Bridging
[] Enhanced Storage
[MBFailover Clustering|

[] Group Pelicy Management

[7] Ink and Handwriting Services

[] Internet Printing Client

[ 1P Address Ma nagement (IPAM) Server

<

DESTINATION SERVER
Hyper03.contose.com

Deseription

Failover Clustering allows multiple
servers to work together to provide
high availability of server roles.
Failover Clustering is often used for
File Services, virtual machines,
database applications, and mail
applications,

Add features that are required for Failover Clustering?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Feature Administration Tools
4 Failover Clustering Tools
[Tacls] Failover Cluster Management Tools

[Taals] Failover Cluster Madule for Windows PowerShe

<]

" HEY

Include management tools (if applicable)

‘MdFeaturBH Cancel ‘
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8. On the Features screen select Next

DESTINATION SERVER

Select features HyperV03 contoso.com

Before You Begin Select one or more features to install on the selected server,

Installation Typs Features Description

Server Selection b [ NET Framework 35 Features Failover Clustering allows multiple
Server Roles ' " servers to work together to provide

b [E] NET Framework 4.5 Features (Installed) high availability of server roles.

I [] Background Intelligent Transfer Service (BITS) Failover Clustering is often used for

Caonfirmation [ Bitlocker Drive Encryption File Services, v.irtu:al machines,.
database applications, and mail

[] Bitlocker Netwark Unlack applications.

[] BranchCache

[] Client for NFS

[[] Data Center Bridging

[] Enhanced Storage

Failover Clustering

[] Group Pelicy Management

[7] Ink and Handwriting Services

[] Internet Printing Client

[ 1P Address Ma nagement (IPAM) Server

<

9. In the Confirmation screen click Install

DESTIMATION SERVER

Confirm installation selections Hymerv03.sonisse com

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do not want to install these optional features, click Previous to clear
Server Fcles their check boxes,

Features

Failover Clustering
Remote Server Administration Tools
Feature Administration Tools
Failover Clustering Tools
Failover Cluster Management Tools

Failover Cluster Module for Windows PowerShell

Export configuration settings
Specify an alternate source path

Setup and deploy- Configuring the Private Cloud experiences



10. Review the Results to confirm that the installation was successful. Click on Close then reboot HyperV03

DESTINATION SERVER

Installation progress HyperVD3 contoss.com

Wiew installation progress

o Feature installation
|

Installation succeeded on HyperV03.contoso.com.

Failover Clustering
R te Server Administration Tools
Feature Administration Tools
Failover Clustering Tools
Failover Cluster Management Tools
Failover Cluster Module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext » | | Close | | Cancel

11. Once HyperV03 has finished its reboot, log in as administrator to finalize the install

12. Repeat steps 1-10 on HyperV04
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Configuring the Microsoft Failover Cluster on HyperV03 and
HyperV04

1. From HyperV03 open Server Manager and confirm that the Dashboard is open. From the Tools menu
items, select Failover Cluster Manager

r Manage Tools View

Cluster-Aware Updating
Compaonent Services

Computer Management
Defragment and Optimize Drives

Event Viewer

Failover Cluster Manager
i5CSI Initiator

Local Security Policy

QDEBC Data Sources (32-bit)
QDEBC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (xB6)

Windows Server Backup

2. Once the Failover Cluster Manager loads, Click on Create Cluster and click Next
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3. In the Create Cluster Wizard, Type HyperV03; HyperV04 and click Add. The server names will verify and
then press Next

ﬁ Select Servers

Before Y'ou Begin Add the names of all the servers that pou want to have in the cluster. Y'ou must add at least one server.

Walidation ' arning

Access Point for Enter zerver name: ||

s || Browse... |
Adrniniztering the

Cluster Selected servers Hypert/03, contoso. com Add
. Hyperv 4. contoso. cam
Confirmation

Creating Mew Cluster

Surnmary

< Previous || MNext > | | Cancel

4. On the Create Cluster Wizard click Next to run cluster validation checks against HyperV03 and
HyperV04
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Important Note

You now have the option to validate the
cluster. Microsoft Support will depend on
the outcome of this validation test. It is
recommended to familiarize yourself with

the process during this evaluation guide.

- Create Cluster Wizard -

J#i Validation Warning

Befare You Begin For the servers you selected for this cluster, the reports from cluster configuration validation tests

Selact Sarvers 4 li appear ta be missing or incomplete. Microzoft supports a cluster solution only if the complete
configuration [zervers, network and storage) can pass all the tests in the Walidate a Configuration
wizard,

Access Point for
Administering the
Cluster

Do you want ko run configuration validation tests before continuing?

Canfirnation

Creating Mew Cluster ] . . - .
¥ @ ez When | click Mest, run configuration validation tests, and then retum to the process of creating

Summary = the cluster.

~ Mo. | do ot require support from Microzoft for this cluster, and therefore do not want to rn the
= walidation testz. ‘when | click Next, continue creating the cluster.

More sbout bicrozoft support of cluster solutions that have passed validation tests

< Previous || Mewt > | | Cancel

5. On the Before You Begin screen of the Validate a Configuration Wizard, click Next
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@ Before You Begin

Thig wizard runz validation testz to determine whether this configuration of servers and attached storage iz
26t up comectly to support failover, & cluster solution is supported by Microsoft only if the complete
configuration [servers, network, and storage] passes all tests in this wizard, In addition, all hardware
Corfirmation components in the cluster solution rmust be "Certified far Windows Server 2012

Testing Options

Yalidating Vou must be a local administrator on each of the servers that you want to validate.

UL To continue, click Next.

More about preparing vour hardware for validation

More about cluster validation tests

["] Do not show this page again

6. On the Testing Options screen click Next to run all tests

@ Testing Options

Before Y'ou Begin Choose between munning all tests or running selected tests.

The tests examine the Cluster Canfiguration. Hyper' Configuration. Inventary, Network, Storage, and
Confirmation Systern Configuration.

Y alidating Microzoft supports a cluster solution only if the complete configuration [servers, network, and storage) can
pass all tests in this wizard. In addition, all hardware components in the cluster solution must be "Certified
Summary for Windows Server 2012,

® Run all tests [recommended)

() Runonly tests | select

More sbout cluster validation tests

< Previous || Mewt > | | Cancel

7. On the Confirmation screen click Next
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@ Confirmation

Before ou Begin “r'ou are ready to start validation.
Fleaze confirm that the fallowing settings are corect:

Testing Optionz

Confirmation
Servers to Test
HyperV03.contoso.com

Surmmary Hyperv04.contoso.com

Walidating

Tests Selected by the User Category
List Fibre Channel Host Bus Adapters Inventory
List I5CSI Host Bus Adapters Inventory
List SAS Host Bus Adapters Inventory
List BIOS Information Inventory

lick Envriranmant Warishlac Trrantnrs

To continue, click Nest.

More about cluster validation tests

< Previous || Mext » | | Cancel

8. On the Summary screen make sure both nodes are validated and click Finish. (In this example warnings
are expected due to hardware limitations of the environment)

@ Summary

Before v'ou Begin Tezting has completed successfully. The configuration appears to be suitable for clustering.
) ) However, you should review the report because it may contain warnings which you should address
Testing Options to attain the highest availability.

Confirmation

Validsting Failover Cluster Validation Report ~

Surnmary

HyperW03.contoso.com validated
Hypery04.contoso.com Validated

=1

More sbout cluster validation tests

To wiew the repart created by the wizard, click Wiew Repart. Wiew Repart...

To close this wizard, click Finish,
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9. On the Access Point for Administering the Cluster screen of the Create Cluster Wizard, enter the cluster
name EvalCluster, enter the IP address 192.168.1.30 and click Next

ﬁ Access Point for Administering the Cluster

Before Y'ou Begin Tupe the name you want ta use when administering the cluster.

Select Servers

Cluster Mame: EwalCluster

The MetBIOS name is limited o 15 charackers. One or more IPv4 addresses could not be corfigured

automatically. Far each network to be used, make sure the network is selected, and then tvpe an
Confirmation address,

Creating Mew Cluzter

Metworks Address
192.168.1.0/24 192 . 188

Surnmary

< Previous || MNext > | | Cancel

10. On the Confirmation screen, review the entries are correct and click Next

ﬁ Confirmation

Eefore 'You Begin ‘Y'ou are ready to create a cluster.

S elact Servers The wizard will create your cluster with the following settings:
Access Paint for
Adminiztering the Cluster: EvalCluster

Cluster Node: Hypervo4.contoso.com
Confirmation Node: Hypery03.contoso.com
IP Address: 192.168.1.30

Creating Mew Cluster

Surnrnary

[w] Add all eligible storage ta the cluster.
To continue, click Nexst.

< Previous || Mext » | | Cancel
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11. On the Summary screen click Finish

Summary

Before You Begin i “fou have successfully completed the Create Cluster wizard.

Select Servers

Access Paoint for
Administering the

Cluster Create CI uster

Confirmation
Creating Mew Cluster
Cluster: EvalCluster

Node: Hyperv04.contoso.com
Node: Hyperv03.contoso.com
Quorum: Mode Majority

IP Address: 192.168.1.30

Summary

W

xxr .

To wiew the report created by the wizard, click View Report. YWigw Fepart...

To cloze this wizard, click Finizh.

12. The cluster is now created, from the Failover Cluster Manager you should see the resources online

mimClusterCore Resources
M ame Status
Cluster Name
25 Marne: Evvall £ Orline

2% IP Address: 192.168.1.30 (®) Oniine

At the end of this exercise we have created a Microsoft Failover Cluster. This technology will allow you to build
resilient and fault redundant applications in your private cloud.
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Configure Microsoft Hyper-V Replication

As HyperV03 and HyperV04 are already part of a Failover Cluster, the standard Hyper-V replication between
two hosts cannot be used. Instead a Hyper-V Replica Broker will need to be used. The Hyper-V Replica Broker is
an additional role that needs to be added to the Failover Cluster:

1. From HyperV03 open Server Manager and confirm that the Dashboard is open. From the Tools menu

items, select Failover Cluster Manager

Manage Tools View

Cluster-Aware Updating
Component Services

Computer Management

Defragment and Optimize Drives

Event Viewer

Failover Cluster Manager

Hyper-V Manager

iSCSI Initiator

Local Security Policy

QDBC Data Sources (32-bit)
QDRBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Secunty
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x86)
Manageabilit Windows PowerShell ISE

Windows PowerShell ISE (x80)

. Windows Server Backup
Services I

All Servers

Events
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2. In the Failover Cluster Console click on EvalCluster, then in the Actions column select Configure Role

Actions

EvalCluster.contoso.com -

Configure Role..
Validate Cluster...
Wiew Walidation Report
Add Mode..,

Close Connection

Reset Recent Bvents

E ﬁ' v Li‘{}i Lrﬁ_% lﬁ }'E’

Mare Actions b
Wienr 3
@] Refresh
B Properties
E Help

3. In the High Availability Wizard, on the Before You Begin window, click on Next

&) High Availability Wizard =3

_'l?'il,_ Before You Begin
;-L;'
Tl

: 'ou Begin Thig wizard configures high availability for a role, After vou successfully complete this wizard, if a clugtered
Select Rl zerver fails while running the rale, anot_her clu_ster_ed Ferver autorna_tically beginz run_ning the role [a
process khown as failover). IF the role itself fails. it can be automatically restarted, either on the same
server of oh anather server in the cluster, depending on options that you specify.

If you want to cluster a complex application such as a mail server or database application, see that
application's documentation for infarmation about the comect way ta install it.

Mare about roles that vou can confiqure for high availabiity

[] Do nat show this page again

Mext > | | Cancel
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4. Select Hyper-V Replica Broker, then select Next

@ Select Role

Before You Begin Select the role that you want to configure for high awailability:

Clignt &ccess Point

%DFS Mamespace Server Description:
Comtimeta iﬁDHCP Server Hyper'¥ Replica Broker enables the

Configure High \4=» Distributed T ransaction Coardinatar (DT C) failover cluster to participate in virtual
machine replication with Hyper-

A ailabilit i f :
valaniy ﬂ File Server Replica. Only one Hypery Replica

Summary E Generic Applicatian Broker can be configured on each
2] Generic Seript failower cluster. Far more information,

JQ'G i Serv see Configuring HyperY Replica
A ABNBINC S EIvICE Broker in & Failover Cluster,

iSCS1 Taraet Server

tore about roles that you can confiqure for high &vailability

4 Previous || Mest > | | Cancel

5. In the Client Access Point screen, type in the name EvalBroker, and for the IP address input
192.168.1.31. Then select Next

@ Client Access Point

Before You Begin Tepe the name that clients will use wheh accessing this clustered rols:

Select Rol
B Mame: EwalBroker

The NetEIOS name is limited to 15 characters. One or more IPv4 addresses could not be configured
automatically. For each network to be used, make sure the network is selected, and then bvpe an
Canfigure High address.

Avvailability

Canfirmation

Surnmary Metwarks Address
192168.1.0/24 192 . 1E8

< Previous || Next > | | Cancel
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6. On the Confirmation screen click Next

@ Confirmation

Before You Begin “You are ready to configure high availability for 2 Hyper¥ Replica Broker.

Select Aole

Client Access Point

B Network Name: EvalBroker
Canfirmatiarn ou:

CM=Computers,DC=contoso,0C=com

Configure High IP Address: 192.168.1.31
Aeailability

Summarny

To continue, click Mest.

< Previous || Mext > | | Cancel

7. On the Summary screen click on Finish

ﬁ Summary

Before You Begin High availability was successully configured for the rale,

Select Role

Client Access Paint

Corfimaton Hyper-V Replica Broker

Configure High
Availability . . . f
To allow replication of virtual machines to the cluster

Summaty nodes from other servers, you must configure replication
settings for the Hyper-V Replica Broker role. To do this,
select the 'Replication Settings” action for the role.

Network Name: EvalBroker
ou: CHN=Computers,DC=contoso, DC=com v
T Addracc- 147 1682 1 21

To view the report created by the wizard, click Wiew Fepart. iew Repart...

To cloze this wizard, click Finish.
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8. From HyperV03 open Server Manager and confirm that the Dashboard is open. From the Tools menu
items, select Failover Cluster Manager

:}' | r Manage Tools View

Cluster-Aware Updating
Component Services

Computer Management

Defragment and Optimize Drives

Event Viewer

Failover Cluster Manager

Hyper-V Manager

i5CSI Initiator

Lacal Security Policy

ODBC Data Sources (32-bit)
ODBC Data Sources (b4-bit)
Performance Monitor
Resource Moniter

Security Configuration Wizard
Services

System Configuration

System Information
Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Manageabhilit Windows PowerShell ISE
Windows PowerShell ISE (x86)

All Servers

Events

. Windows Server Backup
Services I

9. Expand EvalCluster, then click on Roles

-agzg Failower Cluster Manager
A 53451 EwalCluster.contoso.com
% Roles
I éﬁ Modes
b ) Storage
I i:‘] Metuarks
Cluster Events
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10. Right click on EvalBroker then select Replication Settings

=, EvalBroker (%) Running Hyper-V Replics
Start Role

& &

Stop Role

Wi
==

Replication Settings |

Move »

Change Startup Priority 4

Information Details...

Show Critical Events

Add Storage
Add Resource 3

More Actions »

Remave

X 0 EEBDS @ M

Properties

11. Tick the Enable this cluster as a Replica server, the Use Kerberos (HTTP), and the Allow replication from any
authenticated server boxes. In the Specify the default location to store Replica files box input
\\HyperV02\SMB3Share then select OK

ﬂ'ﬁ Feeplication Configuration

[#] Enable this cluster as a Replica server.

Authentication and ports

Specify the authentication bypes ko allow Far incaming replication traffic, Ensure that the parts you specify are open in the
Firewall,

[w] Use Kerberos (HTTP):
Data sent over the network will not be encrypted,
Specify the port:

[] Use certificate-based Authentication (HTTPS):
Data sent over the network will be encrypted.
Specify the port: 443

Specify the certificate:

Issued Tt

Issued By:
Expiration Dake:
Intended Purpose:

Select Certificate. .

Authorization and storage
Specify the servers that are allowed to replicate virkual machines ka this cluster,

® Allow replication from any authenticated server
Specify the default location to store Replica Files:

[VirypervozisMBaSharel, |

Erowse. ..

) Allow replication from the specified servers:

Primaty Server Storage Location Trust Group
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12. Take note of the Inbound traffic needs to be allowed in the Firewall information box. As Windows
Firewall has been disabled on all hosts this information can be disregarded. Select OK

Hyper-V Replica Broker Configuration Settings -

Inbound traffic needs to be allowed in the
Firewall,

Ensure the inbound TCP exception for port ‘80" is
enabled in the Firewall on each node of the cluster. If
you are using Windows Firewall, enable "Hyper-V
Replica HTTP Listener (TCP-In)" rule on each node of
the cluster.

[[] Please don't show me this again

The next step is to configure the other end of the replication partnership. This is to be completed on HyperV02.

13. Open Hyper-V Manager on HyperV02, right click on HyperV02 in the left hand column, and then select
Hyper-V Settings...

35 Hyper-V Manager
o3 HYPERYO2 Virtual Machines

M ey 3

Irmport Wirtual Machine...

Hyper-W Settings... |

Wirtual Switch Manager..,
Wirtual 34N Manager..,

Edit Disk...
Inspect Disk...

Stop Service
Remowe Sereer

Refresh
Wiewy 3

Help
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14. On the Hyper-V Settings for HyperV02 window, select Replication Configuration. Tick the boxes Enable this
computer as a Replica server, then Use Kerberos (HTTP), and Allow replication from any authenticated
server. In the Specify the default location to store Replica files: box input C:\VirtualMachines (create the
C:\VirtualMachines folder if it does not already exist). Select OK

% Server i Replication Configuration
a Wirtual Hard Disks
Cii\Users\PubliciDocurmentsiHyper-. .. [ Enable this computer as a Replica server.

2 virtual Machines Authentication and porks

CiiProgramDataiMicrosoftiWindo. . Specify the authentication types ko allow For incoming replication traffic, Ensure

R Physical GPUs that the parts you specify are open in the Firewall,
gt R ke GPL
anans Remats 8 [W] Use Kerberos (HTTP):
1 NUMA, Spanining
Allaws MM Spanning Data sent over the network will not be encrypted.

ﬁ Live Migrations Specify the pork:

2 Simultaneous Migrations B e
E,; Storage Migrations [[] Use certificate-based Authentication (HTTPS):

2 Simultaneous Migrations Data sent over the network will be encrypted.
ﬂ'ﬁ’ Replication Configuration
Enabled as a Replica server
& User Specify the certificate:
e Kevboard Issued To:
Use an the virtual machine Issued By:
g* I Rel P Expiration Dake:
QUsE RElRase Key Intended Purpose:
CTRL+ALTHLEFT ARROW

2= Reset Check Boxes Select Certificate. ..

Reset check boxes

Specify the port: 443

Authorization and storage

Specify the servers that are allowed to replicate virtual machines to this
cornputer,

® allows replication From any authenticated server

Specify the default location to store Replica files:

|C:'|,VirtuaIMachines'l,| |

Browse. ..

O allove replication From the specified servers:

Primnary Server Storage Locakion Trusk Group

| | Cancel | | Apply

15. Take note of the Inbound traffic needs to be allowed in the Firewall information box. As Windows
Firewall has been disabled on all hosts this information can be disregarded. Select OK

This concludes the configuration of the replication partnership between EvalCluster and HyperV02. No Hyper-V
guests will be replicated until it has been configured accordingly. The configuration of the guests will be covered
in Story 1 Scenario 4.
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Add EvalCluster and HyperV02 to System Center 2012 VMM SP1

1. Login to the VMM server using the Contoso\Jeff account that was previously created and start Virtual
Machine Manager

ﬁ §§T§’Eem Center2012

Virtual Machine Manager

Server name: |Iocalh ost8100

Example: vimmmserver.contoso.com:8100

® Use current Microsoft Windows session identity
) Specify credentials

User name:

Example: contoso\domainuser

Pazsword:

[[] Autematically connect with these settings Connect | | Cancel

2. Inthe Virtual Machine Manager console click on Settings in the left hand column

% VMs and Services

4, Fabric
& Library

Jobs Settings
Cirl+5

SE‘“jl’lgS —
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3. Click on Create Run As Account in the top ribbon (if not there, expand Security, Click on Run As
Accounts, click on Create Run As Account)

[ =Rd Home
rg £ PowerShell - C x E
G EH & g™ W
Create  Create Run  Create Servicing Impaort Backup Enable Disable Delete | Properties
User Role As Account Window Conscle Add-in E PRO
Create Import Backup Window Run As account Delete Properties
Settings Create Run As Account <  Run As Accounts (3)
/g General |
» y FE—— | MName | Description
B8 NT AUTHORITY\LocalService
Sl Senvicing Windows FL NT AUTHORITY\NetworkService
 Canfiguration Providers B NT AUTHORITY\System
3 System Center Settings
Q Console Add-ins

4. For this Create Run As Account we will be using the previously created Domain Admin
contoso\VMM_Runas. For the Name and Description type VMM_RunAs_Contoso. The User name will
be contoso\VMM_Runas with the password set to pass@word1, click on OK and the account is now
created

Provide the details for this Run As account

Name: VMM _Runis_Contosa
Description: VMM_Ru nAs_Conhosd

User name: CONTOSOVWMM_RunAs
Example: contoso\domainuser or localuser

Password: sssssssses

Confirm password: esse ..

Validate domain credentials
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5. From the VMM server log in using the contoso\Jeff account and start the Virtual Machine Manager
console. Click on VMs and Services in the left column

Home Folder

@ P o IF

‘ =4 ) [
= —

Create Create Virtual Create Create Host
Service  Machine = Cloud Group

Create
VMs and Services <
';f:’ Tenants
&5 Clouds
L VM Networks
Storage

1 All Hosts

;‘$' VMs and Services
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6. Right click on All Hosts and choose the add Hyper-V Hosts and Clusters option

Home l Folder
i : : = PowerShell
3 @ o 7 4 4 @@S 4 o
Create Create Virtual Create Create Host Create VM Assign Overview | VMs |Services VM
Service  Machine = Cloud Group Network Cloud Networks @ PRO
Create ‘ Cloud ‘ Show ‘ Window ‘
VMs and Services < VMs (0)
TE; Tenants |
& Clouds | Name | status = | Virtual.. = | Availatili
< VM Networks
| Storage
|5 All Hosts L
| ¥ | Create Senvice
3‘ Create Virtual Machine
|°ﬂ Add Hyper-V Hosts and Clusters
ﬂ Add Citrix XenServer Hosts and Clusters
ﬂ Add ViMware ESX Hosts and Clusters
* | Create Host Group
?:w Move
4] | View Networking
7< | Delete
Properties

7. On the Add Resource Wizard ensure the Windows Server computers in a trusted Active Directory
domain is chosen and click Next

F Resource location

| Resource location | Indicate the Windows computer location

Credentials (® Windows Server computers in a trusted Active Directory domain
Discovery scope ) Windows Server computer in an untrusted Active Directory domain

() Windows Server computers in a perimeter network
Target resources

If you select this option, before you continue, use VMM Setup to install the VMM agent locally on the
Host settings targeted computers. Ensure that you configure the perimeter network settings during the agent setup.
Summary () Physical computers to be provisioned as virtual machine hosts

Select this option to add bare-metal computers with baseboard management controllers.

Previous || Next || Cancel
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8. On the Credentials screen ensure Use an existing Run As Account is checked and click on Browse

£ Credentials

Resource location Specify the credentials to use for discovery

Credentials The Run As account or credentials will be used to discover computers and to install the Hyper-V role and
the Virtual Machine Manager agent if necessary.
Discovery scope

®) Use an existing Run As account
Run As account:

) Manually enter the credentials

Target resources
Host settings
Summary

User name:
Example: contoso\domainuser

Password:

A 1! The above provided credentials or Run As account should be a local administrator on the host
machines. If a Run As account is provided, then it will be used while adding the host as well as for
providing future access to the host during its lifetime, If credentials are entered manually, then they
will only be used while adding the host. Once the host has been successfully added, the VMM service
account will be added as local administrator on the host and used to provide any future access to it.

| Previous H Next || Cancel ‘

9. On the Select a Run As account options choose the user VMM_RunAs_Contoso and hit OK

| Add Resource Wizard lil

IS Credentiz's

Resource location Select a Run As account
Credentials [ 2] i the Hyper-V role and
Discavery scope MName Description User Role
NT AUTHORITY\System
Terget resources NT AUTHORITY\LocalS
Mot
Host settings NT AUTHORITY\Netwo..,

Summary WMM_RunAs_Contoso VMM_Runés_Contoso Administrator

tor on the host

B host a5 well as for

H manually, then they
dded, the VMM service
pny future access to it

Create Run As Account

‘ Previcus H Next H Cancel
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10. Choose Next to ok the Run As account

& Credentials

Resource location
Credentials
Discovery scope
Target resources
Host settings

Summary

Specify the credentials to use for discovery

The Run As account or credentials will be used to discover computers and to install the Hyper-V role and
the Virtual Machine Manager agent if necessary.

(®) Use an existing Run As account

Run As account; |YMM_RunAs_Contoso

() Manually enter the credentials

User name:
Example: contoso\domainuser

Password:

J,,i The abave provided credentials or Run As account should be a local administrator on the host
machines. If a Run As account is provided, then it will be used while adding the host as well as for
providing future access to the host during its lifetime, If credentials are entered manually, then they
will only be used while adding the host. Once the host has been successfully added, the VMM service
account will be added as local administrator on the host and used to provide any future access to it

11. In the Discovery scope screen add the servers HyperV02 and HyperV03 and click Next

£ Discovery scope

Resource location

Credentials

Specify the search scope for virtual machine host candidates

Search for computers by whole or partial names, FODNs, and IP addresses, Alternatively, you may

Discovery scope

Target resources
Host settings

Summary

Setup and deploy-

an Active Directory query to discover the desired computers.
(®) Specify Windows Server computers by names

() Specify an Active Directory query to search for Windows Server computers

Enter the computer names of the hosts or host candidates that you want VMM to manage. Each
computer name must be on a separate line.
Computer names:

Hypery/02
Hyper02

[] Skip AD verification

Examples:  serverl
server] contoso.com
10.0.1.1
2a01:110:1e:3:f8fcfadd:23
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12. The Virtual Machine Manager will now confirm the computer names entered. Notice in this example that
although HyperV03 was selected as a single host, Virtual Machine Manager detects it as a Cluster and

allows you to select it as a whole entity. Tick the boxes for both HyperV02 and EvalCluster and click

Next

£ Target resources

Resource location
Credentials

Discovery scope

Select the computers that you want to add as hosts

Discovered computers:

Computer Name

QOperating System

Hypervisor

Target resources

Host settings

Summary

Setup and deploy- Configuring the Private Cloud experiences

’ hypend2.contoso.com
== EvalCluster.contoso.com
? HyperV4.contoso.com
’ Hyper03.contoso.com

Windows Server 2012 Standard
Windows Server 2012 Standard
Windows Server 2012 Standard
Windows Server 2012 Standard

Hyper-V

Selectall || Refresh ||

Stop
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13. On the Host Settings options just click Next

£ Host settings

Resource location Specify a host group and virtual machine placement path settings for hosts

Credentials
Assign the selected computers to the following host group:

Discovery sco
1 seope Host group: | a All Hosts

Target resources
If any of the selected hosts are currently managed by another Virtual Machine Manager (VMM)
o ngs environment, select this option to reassociate the hosts with this VMM management server.

Migration Settings [[] Reassaciate this hast with this VMM environment

Summa
v VMM uses virtual machine placement paths as default locations to store virtual machines placed on a

hast. To add a new virtual machine placement path, specify a path and click Add.

Add the following path:

Selected virtual machine placement paths:

14. On Migration Settings tick the Turn on incoming and outgoing live migrations. Tick Use Kerberos and
click Next

£ Migration Settings

Resource lacation Specify the live storage and migration settings

Credentials Live storage migration

Discovery scope Maximum number of simultaneous live storage migrations:

Target resources Live migration settings

Turn on incoming and cutgoing live migrations
Host settings
Maximum number of simultaneous live migraticns:

Migration Settings Authentication protocol:
() Use Credential Security Support Provider (CredSSP)
(® Use Kerberas

Summary

Incoming live migration settings:
(® Use any available network
() Use the following IP subnets:

Subnets
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15. Review the Summary page and click Finish

Resource location Confirm the settings

Credentials

Resource type: Hyper-V capable Windows Servers

Discovery scope
Resource location:  Trusted Windows computer

Target resou
g rees Discovery credentials: VMM_RunAs_Contoso
Host settings

Discovery scope: Computer name based discovery

1 computers and 1 clusters are selected to manage

Migration Settings

Host settings: Host group:

All Hosts

Summary

| Previous || Finish || Cancel |

16. You will now see the jobs running and complete. In this example you will receive warnings around
Multipath 10 not being enabled; this is to be expected and can be ignored. Close this window

Recent Jobs (10)
\ 2]
Narne Status - ~ | Start Time ~ | Result Name Owner
o ompleted 012 9 a a 0 -
Q Discover clusters and their nodes  Completed 19/12/2012 9:38:29 am. EvalCluster.contoso.com CONTOSOM Jeff
0 Create new Runfs Account Completed 19/12/2012 9:35:41 am. WMM_Runds_Contoso CONTOSON Jeff
0 Remave a Runés Account Completed 19/12/2012 9:34:43 am. VMM_RunAs_Contoso CONTOSON Jeff =
0 Create new RunAs Account Completed 19/12/2012 2:2%:54 am. VMM_RunAs_Contoso CONTOSCeff
0 Remave a Runds Account Completed 19/12/2012 9:27:42 am. VMM_RunAs_Contoso CONTOSCON eff
A Add virtual machine host Completed w Info 19/12/2012 9:38:33 a.m. HyperV03.contoso.com CONTOSON Jeff
A Add virtual machine host Completed wf Info 19/12/2012 9:38:32 a.m. HyperV(4.contoso.com CONTOSONeff
A Add virtual machine host Completed w/ Info 19/12/2012 9:38:27 a.m. hyperv02.contosa.com CONTOSOM eff v

@ Create new host cluster

[] Show this window when new objects are created
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Create a Virtual Guest on HyperV02

Log onto HyperV02 as an administrator, copy the previously downloaded Server 2012 Evaluation VHD from
Microsoft website (http://technet.microsoft.com/en-nz/evalcenter/hh670538.aspx) to an easily accessible location.

In this example we are using the folder C:\VirtualMachines

1. On HyperV02, open the Hyper-V Manager console from Server Manager

Tools View

Manage Help
Compaonent Services
Computer Management

Defragment and Optimize Drives

Event Viewer

Hyper-V Manager
i5CSI Initiator

Local Security Policy

QDBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

‘Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

Windows PowerShell 15E (x86)

eabilit Windows Server Backup

VEers

2. On the Actions column (right hand side), click on New, then select Virtual Machine...

Actions

HYPERW(2 =
Mew Wirtual Machine...

Ley Importyi Hard Disk...

[ Hyper-y Floppy Disk...

Ef: Wirtual Switch Manager...,
@) Mirtual 38N Manager..,

7 Edit Disk...

I.E.I Inspect Disk...

@ Stop Service

75 Remove Server

0 Refresh

Wieuy »

Help
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3. In the Before You Begin screen, select Next

LS Mew Virtual Machine Wizard -

[ *J Before You Begin
= —

This wizard helps you create a virtual machine, ¥ou can use virtual machines in place of physical
computers For & variety of uses, You can use this wizard ko configure the virtual machine now, and
wou can change the configuration later using Hyper-¥ Manager,

Specify Mame and Location

Assign Memar
g v To create a virkual machine, do one of the Following:

Configure Metworking
+ Click Finish to create a virtual machine that is configured with default values,

Cannect Yirtual Hard Disk. + Click Mext to create a virtual machine with a custom configuration,

Installation Options

Summary

[7] Do nat show this page again

| Mexk = H Finish || Cancel |

4. On the Specify Name and Location window, in the Name: box input Guest01. Tick Store Virtual Machine in
a different location, and in the Location: box, input C:\VirtualMachines. Select Next

i New Virtual Machine Wizard .
[ |r Specify Mame and Location

=S

Before You Begin Choose a name and location for this virtual machine.

The name is displayed in Hyper-Y Manager. We recommend that vou use a name that helps you easily
Assign Memary identify this virtual machine, such as the name of the guest operating system or workload,

Configure MNetwarking Mame: |Guest01

Connect Virbual Hard Disk ‘fou can create a folder or use an existing Folder ko store the virtual machine., IF you don't select a

Installation Options Folder, the virtual machine is stored in the defaulk Folder configured For this server,
Summary Stare the virtual machine in a different location
Location: | | Brawse. ..

1. If wou plan ko take snapshaots of this virbual machine, select a location that has enough free

space, Snapshots indude virtual machine data and may require a large amount of space,

< Previous || Mexk = || Finish || Cancel
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5. On the Assign Memory window leave all settings at default (do not change default of 512MB or tick the
box Use Dynamic Memory for this Virtual Machine). Select Next

Assign Memory

Before You Begin Specify the amount of memory to alocate to this virtual machine, You can specify an amount from &
ME through 14030 MB, To improve performance, specify more than the minimum amount recommended
for the operating system,

Assign Memary Startup memory:

Configure Networking

Specify Mame and Location

[] Use Dynamic Memary for this virtual maching,
Connect Yirkual Hard Disk

‘when you decide how much memory to assign o a virtual machine, consider how you inkend to

L=taletiopOntion use the virtual machine and the operating system that it will run,

Summary

| < Previous | | Mexk = | | Finish | | Cancel |

6. On the Configure Networking window, select the network External Virtual Network from the drop
down box. Select Next

Configure Networking

Before You Begin Each new virtual machine includes a network adapter, ¥ou can configure the network adapter to use a

Specify Mame and Lacation virkual switch, or it can remain disconnected.

Assign Memory Connection: |Mot Connected

Connect Virtual Hard Disk
Installation Cptions

Summary

< Previous | | Mest = | | Finish | | Canicel
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7. Tick the Use an existing virtual hard disk, then select Browse...

Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system, ¥ou can specify the

skorage now or configure it later by modifying the virtual machine’s properties.
Specify Mame and Location g g v B [

Assign Memary (O Create a virtual hard disk

Configure Networking Use this option to create a dynamically expanding virbual hard disk with the default Format {¥HDE).

Connect Yirtual Hard Disk. Mame: |Guest01 wehide |

Summary

Location: |C:'l,\u'irtuaIMachines'l,GuestD1'|,Virtua|HardDisks'l, || Browse. .. |

Size: GB {Maximumn: 64 TB)

(®) Use an existing virtual hard disk

Use this option to attach an existing virkual hard disk, either YHD or YHDY Format,

Location: | & ] rkual Har Browse. ..

(O Attach a virtual hard disk later

Use this option to skip this step now and attach an existing virtual hard disk later,

| < Previous | | Mext = | | Finish | | Canicel |

8. Browse to C:\VirtualMachines, select the Microsoft Windows server 2012 Evaluation VHD file, then select
Open

@ - 1 |j¢ » Computer » Local Disk (C) » WirkualMachines » v (_';| ‘ Search VirtualMachines -l |
Organize = New folder = ~ [ @
& Micosoft Monage | M : Date modified Type Size
| Opshigr 12/5/3012 18BN File folder
S Favorites | Orchestrator 1WA I03IPM File folder
B Desktop | ServiceMgr 12/5/2012 1ABEM  File falder
|8 Downloads | ServiceMgrDW/ 1252012 148 PN File folder
| Recent places [ 9200.16984 amdBfre.win_rtrn. 120725-1247_server_serverdatacenteraval_en-uswhd  7/26/2012 B05F0  Hard Disk Image F. 3723,73
| cw SPTVHDwhex 12192012 10:06 .. Hard Disk Image F...  14,25817
55 Libraries -
@ Docurments
& Music
(=] Pictures
BE videos
M Computer
2, Local Disk (C3)
s Data {1
— Metinteme a7 | € ] IE
File nome: | 8200, 16384, d6dfre wint_rtm. 120725-1247_server_serverdatacentereval_en-us.vhd v [Virtual hard disk files ¢*svht, |
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9. Select Finish

~ New Virtual Machine Wizard x|
Ek! Connect Virtual Hard Disk
Before You Begin A wirbual machine requires storage so that you can install an operating system. You can specify the

storage now o configure it later by modifying the virtual machine’s properties.
Specify Marne and Location g g v by [

Assign Memory () Create a virtual hard disk.

Use this aption to create a dynamically expanding virtual hard disk with the default Format {YHDX).

Configure Metworking

Conn ual Hard Disk Mame: Guestol,vhdx
Summary Location: |[C:virkualMachines|Guest0 1 irtual Hard Disks', Browse. ..
Size! 127 | GB (Maximum: 64 TE)

@) Use an existing virtual hard disk

Use this option to attach an exisking wirtual hard disk, either YHD or YHDY Format.

Location:

Browse. ..

() attach a virtual hard disk later

Use this option to skip this step now and attach an existing virtual hard disk later,

|<Previ0us || Mext > || Finish || Cancel |

10. Within Hyper-V Manager on HyperV02 right click Guest01 and then click on Settings...

Virtual Machines
Marme “ State CPU Usage Assig
=) Running 0 252
é AppController Running 0% 2048
2| DPM Rurning 0 1125
i Furinitig 512 b
Z OpsMor Connect... 83
g Drch.estrator Settings... a7
= SemviceMar 754
é Serviceb gl Turn Off... 28
ER Shut Down... 402

Sawve

Pause L

Reset o
Snapshots -

Shapshot o

rowe.,,

Rename..,

Enable Replication..,

Help

Setup and deploy- Configuring the Private Cloud experiences

74



11. Within the Window Settings for Guest01 on HYPERV02, under the Hardware column expand Processor,

select Compatibility, and tick the box Migrate to a physical computer with a different processor version.
Click on OK

|Guest01 Vl 4 b |Q

% Hardware

¥ Add Hardware
1A BIOS Processor compatibility

R Compatibility Configuration

Boot From 0 ‘fou can limit the processor Features that a virtual machine can use, This improves
the virtual machine's compatibility with different processar versions,
i Memory

512 MB
= R Processar
1 Wirtual processor
B compatibility
3 numa
= EE IDE Contraller 0
a Hard Drive
9200, 16354, amdadfre. win, .
= EE IDE Contraller 1
4 DYD Drive
Mone
B 5051 Contraller
[ Metwork Adapter
External Yirtual Metwork

T com1

Mone

T comz

Mone
Diskette Drive
Mone

[w] Migrate ta a physical computer with a different processor version

# Management
(L] Mame
Guestil
Inkegration Services
All services offered
@-j Snapshot File Location
CivirtualMachinesiGuest0l
sﬂé Smart Paging File Location
CiivirtualMachinesGuestol

| | Cancel | | Apphy

i Opskar Connect..,
i Orchestratar Sesillige
§ ServiceMar
§ Serviceb gl | Start |
§ Wb Snapshot
hlowe. .,
Export.., L
o —
Snapshots Ename
Delete... -
Enable Replication..,
Help
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13. Connect to Guest01 by double clicking its name in Hyper-V Manager. Wait for OS to load and the
License Agreement to be displayed, tick | accept the license terms for using Windows. Then click on
Accept

| accept the license terms for using Windows.

14. Select the correct Regional and Language settings, select Next

Region and Language

Country/region United States
Language English (United States)

Keyboard layout us
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15. Input the password pass@word1 twice, then click on Finish

Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

Reenter password

16. Log into the Guest01, open Windows Firewall and disable the firewall for Private and Public. Click on
oK

& Customize Settings [ [o [

(-I - 1 |ﬂ <« Windows Firewall » Customize Settings v & | ‘ Search Control Panel R |

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
al () Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Firewall blocks a new app

@I (® Turn off Windows Firewall (not recommended)

Public network settings
a_l () Turn on Windows Firewall
Block all incoming connections, including these in the list of allowed apps

MNotify me when Windows Firewall blocks a new app

@_I (® Turn off Windows Firewall (not recommended)

17. Log off of Guest01
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Install SQL 2012 SP1

All the experiences in this guide will use SQL Server 2012 SP1 in their scenarios. To install SQL Server 2012
complete the following instructions:

1. Log onto Guest01 as GUESTOT\ADMINISTRATOR and the password pass@word1
2. Install SQL 2012 SP1 on the Guest01 virtual machine from the media downloaded previously. For further
information on the prerequisites and installing SQL Server 2012 refer to the following articles on MSDN:

Reference Links

SQL Server prerequisites http://msdn.microsoft.com/en-us/library/ms143506(SQL.110).aspx

SQL Server installation http://msdn.microsoft.com/en-us/library/bb500395.aspx

3. Ensure the following roles and features are installed during the SQL Server installation
a. Database services
b. Management Tools — Complete

Synopsis

Jeff has now configured his infrastructure to take advantage of many of the new and exciting features of Server
2012 and System Center 2102 SP1. So far he has accomplished the following:

e Set up a new failover cluster which will give him the ability to create Highly Available virtual infrastructure
e Configured a connection broker which will allow him to configure Hyper-V Replicas of his virtual machines
e Configured a SMB 3.0 share for storing virtual machine operating files

e Configured Virtual Machine Manager to manage his virtual infrastructure

e Built a virtual guest to host new applications and services
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These roles and features that Jeff has configured will allow him to start taking advantage of many of the new
capabilities available when Windows Server 2012 and System Center 2012 SP1 come together. The following
scenarios will walk Jeff through step by step guides of how to configure and utilize features such as:

e Shared Nothing Live Migration
e Storage Pooling using Just a Bunch Of Disks (JBOD)
e Business Continuity through High Availability and Hyper-V Replica

o Network Traffic management through Quality of Service in Hyper-V

Setup and

Introduction deploy your Experiences Other Info
Private

Links to other cloud

areas of interest \YETETeT Manage Private \ETEL[ Reporting

Private Private Cloud Apps in the insights of
Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud
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Experiences

The following experiences are designed to help you experience the key features of System Center 2012 SP1 and
Windows Server 2012. They highlight the most important new functionality of System Center and take you
through how you might use these features in your own network.

The experiences are designed to be consumed as you wish- you can go through them systematically or start with
the one that intrigues you the most and try out others as you wish. They can be done in any order, at any time.
You will want to ensure that you've installed and configured your network as described in “Setup and Deploy your
Private Cloud.” The steps included in “Configuring the Private Cloud Experiences” are important to be able to
successfully follow the step-by-step instructions.

The five experiences are:

Manage Private Cloud resources

Manage Private Cloud capacity

Private Cloud automation

Manage Apps in the Private Cloud

i wn =

Reporting insights of the Private Cloud

Inside each Experience are scenarios. Each of the scenarios will allow you to evaluate and identify how the System
Center Private Cloud can assist in alleviating problems in the current environment, or provide you with the basis
for a plan to take advantage of Windows Server 2012 and System Center 2012.
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Experience 1: Manage Private Cloud resources

This experience will take you through some of the features that are provided by the Microsoft Private Cloud.
These features will be invaluable in creating a robust, low cost and resilient infrastructure, while also delivering on
the core tenets of the Private Cloud:

Scalable and Elastic

™ Shared Resources
-

@ Always Up, Always On

Prerequisites

To evaluate this experience you will require the following resources in place in your Eval Guide lab. Refer to the
Scenario Prerequisites for additional information on how to configure these items:

e The HyperV role installed on HyperV02, HyperV03, and HyperV04

e An SMB3.0 share on HyperV02

e A Failover Cluster installed and configured on HyperV03 and HyperV04
e The Hyper-V Cluster Broker installed and configured on the Failover Cluster
e Guest01 prebuilt and running on HyperV02

Scenario: Verifying VM storage infrastructure

Jeff has identified that his virtual infrastructure appears to require alteration to take advantage of the new features
of the private cloud he is implementing. He investigates the current configuration of his virtual infrastructure to
see where he can best implement these features.

In this scenario Jeff will take a look at the resources of Guest01 which is currently hosted on HyperV02. This is
typical non-highly available Hyper-V installation running local, non-shared direct attached storage. In this scenario
Jeff will confirm the location of the storage for Guest01

1. From HyperVO02 open Server Manager and confirm that the Dashboard is open. From the Tools menu
items, select Hyper-V Manager
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Manage Tools View
Component Services
Computer Management
Defragment and Optimize Drives

Event Viewer

| Hyper-\ Manager
iSC3I Initiator

Local Security Policy

QDBC Data Sources (32-bit)
QDBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
leability Windows Server Backup

VErs

2. If HyperV02 is not listed under Hyper-V Manager, right click Hyper-V Manager, then select Connect to
Server...

File  Action  Wiew Help

e |
|§§ Hyper-W Manager| ” [
| Caonnect to Server..,
Wiew 3
Help

3. Tick Local computer, select OK

Connect to virttualization server

® Local computer

() Another computer: || Browse... |

Ok, || Cancel |
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4. This will return you to the Hyper-V Manager. Select the Virtual Machine Guest01, and in the right hand
column click on Settings...

Guestl Fiurning

i

Opzhdar R unning

s

Orchestrator Running

Servicebd gr Fiurning

i

Servicehd griiw R unning
Wb Running

11T TEQ TN TE TR TR ]

| S o T e Y o R
ad

s

Guestd] =
=1 Connect.

24| Settings..
@ Turn Off...,
@ ShutDown...
@ Save

Il Pause

Reset
Shapshot

Pl o,

LuE S

Fename...

QE Enable Replicatian..,

E Help
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5. Expand IDE Controller 0 in the Hardware column and select Hard Drive

| Guestd v | 4 b Q
# Hardware - a Hard Drive
ﬂ]i Add Hardware
& BIOS ‘fou can change haw this virtual hard disk is sttached to the virtual machine. IF an
Foot from 0 operating system is instaled on this disk, changing the attachment might presvent the
ook trom virtual machine from starting.
i Memory
512 ME Controller: an.atmn.
R Processor IDE Controller 0 | |D {in use)
1 Virtual processor Media
= [EE IDE Cortroller 0 ‘fou can compact or convert a virtual hard disk by editing the associated File,

Specify the full path ta the file,

® virtual hard disk:

= [EE IDE Controller 1

|C:WirtuaIMachines'LQZDD. 16354, amdo4fre, wind_rkm, 120725-1247fserverfser\|

4 DVD Drive
Hone | Hew | | Edit | | Inspect ‘ | Browse... |
B 5CSI Contraller
@ Nebwork Adapter _ () Physical hard disk:
Exkernial Virtual Network = |:|
7 comt
Mone 0 If the physical hard disk you want to use is not lisked, make sure that the
@ oMz disk is offline. Use Disk Management on the physical computer to manage
Mone physical hard disks,
I Diskette Drive
hone To remove the virtual hard disk, click Remowe. This disconnects the disk but does not
A delete the associated file,
L o
Guestdl
= . & Some settings cannot be modified because the virtual machine was running when
= Integrat.\nn Services this window was opened, To modify a setking that is unavailable, shut down the
All services offered wirtual machine and then reopen this windaw.

11 Snapshot File Location
CiWirtualMachines! Guestil
5.“5 Smart Paging File Location
CwirtualMachines|Guestol —
ib) Automatic Start Ackion
Restart if previoushy running w

QK | | Cancel | | Apphy

6. Take note of the path under Virtual hard disk.

As Jeff can see the storage for this particular virtual machine is located on the local C: drive of the server
HyperV02. In the event of an interruption to service, this virtual machine would not be available, and in the case
of a hardware failure, the data may well be lost. Through the following steps Jeff will migrate the storage of
Guest01 to a shared storage platform and host the virtual machine on a Microsoft Failover Cluster to take
advantage of the Availability and Resiliency that clustering gives.
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Scenario: Migrating VM storage with SMB 3.0

Debbie has discussed with Jeff the importance of a particular server in the Contoso environment that houses
much of the code and development work her project team are preparing for release. Debbie needs to ensure that
the data is always available to her project teams who work in several locations and in different time zones, so high
availability is very important. She also needs to ensure that in the event of hardware fault, the server will continue
operating.

Jeff decides to migrate the server Guest01 to the cluster to ensure that the server is always on, even if one physical
server fails, and also if he needs to shut down hosts for maintenance. He also decides to take advantage of the
SMB 3.0 storage for the virtual machines, reducing the cost of implementing the highly available solution.

In this scenario Jeff will migrate the server Guest01 from HyperV02, to the cluster EvalCluster. The purpose for
this is to provide a stable, highly available platform that is resilient to hardware failure and loss of service. Prior to
configuring this, some specific changes have to be made to the SMB 3.0 share. These changes will allow live
migration to take place to and from the SMB 3.0 Share

Storage of Virtual Machines on remote SMB 3.0 shares is a new feature in Hyper-V 3.0 and provides the following
features:

e Ease of provisioning and management. You can manage file shares instead of storage fabric and logical
unit numbers (LUNSs).

e Increased flexibility. You can dynamically migrate virtual machines or databases in the data center.

e Ability to take advantage of existing investment in a converged network. You can use your existing
converged network with no specialized storage networking hardware.

e Reduced capital expenditures. Capital expenses (acquisition costs) are reduced.

e Reduced operating expenditures. You can reduce operating costs because there is no need for specialized
storage expertise.

1. Connect to the Active Directory server AD as an administrator and load Active Directory Users and
Computers

File  Action  Wiew Help

e« o Ee= Bm 2eaETER

] Active Directary Users and Computers [AD.contosa.com] MName Type
p | Saved Queries M APPCONTROLLER Computer
4 liﬂ cantoso.com 1 ppM Computer
b Builtin 1% ByvalBroker Computer
,j: Computers M EVALCLUSTER Cornputer
I+ .E Dornain Controllers 1A HYPERY02 Computer
1 [ ForeignSecurityPrincipals 1A HYPERYOS Computer

B | LostAndFound

= ; 1R HYPERVO Camputer
b [0 Managed Service Accournts .
p Progragm Data 1 OPSMGR Computer
b [ System 1% ORCHESTRATOR Computer
B ) Users 1 SERVICEMGR Computer
b [ NTDS Quatas 1 SERVICERMGRDY Computer
B TPM Devices 1AM Computer
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2. Click on View and tick Advanced Features

Wiew | Help

Add/Remove Columns...

Large lcons
Smmall lcons
List
(@] Deti
Users, Contacts, Groups, and Computers as containers

| \/| Advanced Features

Filter Options...

Custamize...

3. Next, right click the Contoso.com domain and select Find

4 lﬁﬂ contoso.com | 1
p ] Builtin Delegate Contral..,
r O Compute| Find...
F '_il Domain g Change Dormain...
:: g EZZ:.EnndS: Change Dormain Contraller...
b ] Managed Raise domain functional level,.,
- || Program Cperations Masters..,
[ ._:l Systemn Mewr 5
E g f%l-.lfl?[;; Qu All Tasks »
B[] TPR Dewi Wiy .
Refresh
Export List...
Properties
Help

4. Change the Find: box from Users, Contacts and Groups to Computers

File Edit ‘Wiew

Find: |Users, Contacts, and Groups % | [r: |£§ contozn.com V| | Browsze. . |

sers, Contacts, and Groups
= . ed

Printer Fitrd Mo
Shared Folders
Organizational Units
e
Custom Search
) Clear &l
Common Queries
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5. Type in HyperV02, then click on Find Now

File Edit Wiew

Find:|Computers v| In: |fﬂ contoso, com v| | Browse... |

Computers | &dvanced
Fitnd Mowy
Cornputer name: | Hypervoz|

Cwnier: |

=2

Role: |,qm,-

6. Right click on HyperV02 then select Properties

Mame tlachine Role Quyner

i tioh
Delete
Add to a group..,
MNarme Mappings...
Disable Account

Feset Account

<] Vowe. 5]

Manage

| Properties |ﬁ

Displays the properti
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7. Click on the Delegation tab, tick Trust this computer for delegation to specified services only, and tick Use
Kerberos only. Click Add...

Pazsword Replication | Location | Managed By | Object | Security I Dial-in
General | Operating System I Wermber OF | Drelegation

Delegation iz a securty-sensitive operation, which alloves services to act on
behalf of anather user.

(2 D not trust thiz computer for delegation
() Trust this computer for delegation to any service [Kerberos anly)
(®) Truszt this computer for delegation to specified services only

(0 Use arw authentication protocal

Services to which this account can present delegated credentials:

Service Tppe  User or Computer Port Service M

<l

[ Expanded

Cancel | | Apply | | Help

8. Click Users or Computers...

To allow services o be delegated for a user or computer, select the appropriate
users or computers, and then click the services.

To select one or mare Lser ar computer names, click
p . Users or Computers. .
|Jzers or Computers.

Available zervices:

Service Tppe  User or Computer Service Name [

|| Cancel |
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9. In the object name box, type in HyperV03; HyperV04, click OK

Select this object twpe:

|L|$er$, Computers, Built-in secunty principals, or Other objects | | Object Types... |

From this location:

|cu:untusu:u.cu:um || Locations... |

Enter the object names to select (examplez]:

Hyperv03; Hyparv0d] Check Mames

==n)

10. Scroll down and select Microsoft Virtual System Migration Service for HyperV03 and HyperV04 (hold
the ctrl key to select multiple items), click OK

To allow zervices to be delegated for a uzer or computer, zelect the appropriate
users or computers, and then click the zervices.

To zelect one or more uzer or computer names, click [ —
Usgers or Computers.

Available services:

Service Type Uzer or Computer

megzenger HYPERW(O3

Microzoft Vitual Conzole Service HYFERWD4
HYPERW03

HvPERYD4
HvPERYO3

mzizerver HvPERW04 E
<] [>]

|| Cancel |
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11. Click OK to close the HyperV02 properties

Pazzword Replication I Location | Managed By | Object I Security I Dial-in |
General | Operating System I tember OF | Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another uzer.

() Do niot bruast this computer for delegation
() Trust thiz computer for delegation b any service [Kerberos anly)
(®) Trust thiz computer for delegation to specified services only

® Uze Kerberos anly

() Use any authentication pratocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service M
Microgoft Vir... HYPERWVO3
Microzoft Vit HYPERWO4

<

[] Expanded [ Add || Remove

Cancel | | Apply | | Help

12. Repeat the above steps 5 — 11 for HyperV03 and HyperV04. The following delegation roles will need to
be added to each server:

13. HyperV03

a. CIFS HyperV02
b. Microsoft Virtual System Migration Service HyperV02
c.  Microsoft Virtual System Migration Service HyperV04

14. HyperV04

a. CIFS HyperV02
b. Microsoft Virtual System Migration Service HyperV02
c. Microsoft Virtual System Migration Service HyperV03

Experience 1: Manage Private Cloud resources 90



Next Jeff will need confirmation that Guest01 experiences no loss of service during the migration. A simple way to
check this is to set up a persistent ping to Guest01 and confirm that no pings are dropped during the transfer.

1. From HyperV02 open Server Manager and confirm that the Dashboard is open. From the Tools menu
items, select Hyper-V Manager

Manage Toals View Help
Component Services
Computer Management

Defragment and Optimize Drives

Event Viewer

Hyper-\ Manager

iSCSI Initiator

Local Security Policy

QDBC Data Sources (32-bit)
QDEC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memary Diagnostic

Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

‘Windows PowerShell ISE (x86)

vers

eabilit Windows Server Backup

2. Click on Guest01 in the Virtual Machines pane

Virtual Machines

State CPU Usage

Running 0%

Running 0%
| Running ]
i Running
é Opshdgr Running 0%
é Orcheztrator Running 0%
é Servicebgr Running 0%
é Serviced griDia Running 0%
= WMM Riunning 2%
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3. In the Guest01 box at the bottom of the console, click on the Networking tab, and take a note of the IP
address. This IP address is the network address for Guest01 and will be used in the next step. In this
example the IP address is 192.168.1.109

Guest01

Adapter: Metwark, Adapter [Dynaric MAC: 00:15:50:8E:F8:0F)
Connection:  External Virtual Metwork

IP Addresses: 1327163.1.103, fe80::f353:1 ach:eA23:e205

Status: (]

Summary | Memary | petworking | Feplication

4. On HyperV02, load the Command Prompt, and type in the command ping <Guest01 IP> -t then press
return. This will now set up a persistent ping to the Guest01. In the previous step the IP address was
192.168.1.109, so in this example the command used would be ping 192.168.1.109 -t

5. Leave the Command Prompt box open so you can review the results of the ping

(== |

E3 Administrator: Command Prompt - ping 192.168.1.109 -t

icrosoft Windows [Uersion 6.2.920081
Cc> 2812 Microsoft Corporation. All rights reserved.

m | >

NUserssadninistrator .CONTOS0>ping 192.168.1.168% —t

Pinging 192_.168.1.18%9 with 32 hytes of data:

i 2 92.168.1.189: 32 time{ims TTL=128

1. H 2 time<{ims TTL=128
. H time{ims TTL=128

2

2 time{ims TTL=128
2 time<ims TTL=128
% time<1 TTL=128
2
2

time{ims TTL=128
time<{ims TTL=128

: hytes=32 time<ims TTL-128
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The next steps will make the SMB 3.0 share available to the HyperV cluster. This will be used for the shared
storage of Guest01

1. Load the Virtual Machine Management Console and log in as Jeff. Click on VMs and Services

VMs and Services

Fabric

m o |y

Library

|}

Jobs

Settings

2. Expand All Hosts, right click on EvalCluster, then select Properties

4 [7] All Hosts
- . EvalCluster =
Create Service
# Hypervo3 N ) ]
? HyperV4 2 | Create Virtual Machine
# hypen02 % |Refresh

%353; Optimize Hosts

% | Mave to Hast Group
i | Uncluster

!ﬂi Add Cluster Nede
ﬁ?— Validate Cluster

& | View Netwaorking

== | Remove

| Properties
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3. Click on File Share Storage, click on Add

General File Share Storage

Status The following file shares will be available as storage locations for VMs deployed to nodes in this dluster:

File Share Path Access Status | Free Space | Total Capaaity

Available Storage

File Share Storage

Shared Volumes

Virtual Switches

Migraticn Settings

Custom Properties

Repair H Add... || Remove |

Use an existing Run As account to access file shares for ongoing operations.

Run As account:
.

4. On the Add file share window in the File share path, type \\Hyperv02\SMB3Share click OK

Specify a valid SMB share path to use for Vi
deployment

Filz share path: |\\HYPEI'V02\SMB3SharE |v|

To register a file share to this cluster, select a managed file share from the
list or enter the UNC path for an unmanaged file share.

For managed shares, VMM grants file share access to the Active Directory
computer account for the virtualization cluster and the VMM cluster
management account. For unmanaged file shares, ensure that the Active
Directory computer account for the virtualization cluster and the VMM
cluster management account have access to the file share,

To bring a file share inta management: in the VMM console, open the
Fabric workspace, click the Providers node, and then click "Add Storage
Device"
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5. Click on the Browse button next to the Run As account box, select VMM_RunAs_Contoso Click on OK

Select a Run As account

Name Description

NT AUTHORITY\System

MNT AUTHORITY\Locals...

MNT AUTHORITY\Netwo...

VMM_Runhs_Contoso VYMM_Runfs_Contoso Administrator

| Create Run As Account |

ok || Cancel |

6. Confirm your settings then click on OK

General File Share Storage

Status The following file shares will be available as sterage locations for VMs deployed to nodes in this cluster:
File Share Path Access Status Free Space Total Capacity
WiHyperV02\SMB3Share

Available Storage

File Share Storage

Shared Volumes

Virtual Switches

Migration Settings

‘Custom Properties

Repair || Add... || Remove |

Use an existing Run As account to access file shares for ongoing operations,

Run As account: VMM_RunAs_Contosa
v [ox [ oma ]
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This final step will start the migration of Guest01 from HyperV02 to EvalCluster.

1. Load the Virtual Machine Management Console and log in as Jeff. Expand All Hosts, click on HyperV02

VMs and Services <
'7,}' Tenants
&2 Clouds
< WM Metworks
Storage

4 | 7] All Hosts
- .EvalCIusler
# Hypervo3
F Hypervid
i hyper02

2. In the VMs pane right click on Guest01 then select Migrate Virtual Machine

Create »

Shut Down

Power On

Power Off

Pause

Resume

Reset

Save State

Discard Saved State

Migrate Storage

Migrate Virtual Machine

Store in Library

Create Checkpoint
Manage Checkpoints
Refresh

Repair

Install Virtual Guest Serv

Connect or View 4

Delete

X et oucGnHsrBSCO T=0cE | *

Properties
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3. Wait for Virtual Machine Manager to assess your servers and provide the scores for each of your hosts.
Tick the box Make this VM Highly available, and Virtual Machine Manager will now reassess the
servers and score their suitability from a high availability perspective. Select HyperV03 then click on Next

Select Host

Select a destination for the virtual machine

Select Path Destinations are rated based on the virtual rachine requirements and on the default placement options,
Select Networks Expected Utilization... Make this Wi highly available
Summary
|Search p v||n |AHHosts
Rating 7 Destination “Warni...  Transfer Type  Metwo..,
W WY ﬁ l Hyper/03.contoso.com 3 Liwe (Sh)
9 % WY * l Hyperd.contoso.com 5 Liwve (Sh)
ey B frieent hosti - homend? contnsn ZE i Stara

Placement has finished calculating ratings for each potential destination of this virtual machine,

@Datails

Details | (i) Rating Explanation | () Starage Area Network (SAM) Explanation

Description
Status 0K
Operating system Microsoft Windows Server 2012 Standard

Previous || Mext H Cancel ‘ 4

4. Confirm that the SMB 3.0 share on HyperV02 is being used, don't change any other settings, click Next

Select Path

Select Host Select storage locations on the host for the virtual machine files

Select Path
l Selected host: HyperV03.contoso.com

Select Networks

Storage location for VM configuration:
WHyperV02.contoso.com\SMB3Share

Summary

[] Add this path to the list of default storage locations on the host

(®) Automatically place all VHDs with the configuration
() Allow VHDs to be placed individually

Transfer over the network even if a SAN transfer is available

Previous || MNest || Cancel
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5. On the Select Networks window, leave the settings are default then click Next

Select Networks

Select Host Specify which virtual switches to use for the virtual machine.

Select Path

l Selected host: HyperV03.contoso.com

Select Networks

Virtual Network Ad... | VM Network ‘ Virtual Switch Port Classification

Summary

Network Adapter 1 {Virtual - Virtual Swi.. | External Virtual N [ ][ o Port Classificar | 7]

Restore defaults

E.j} The Virtual Switch column contains the virtual switches that are configured for each physical network
adapter on the host

Previous || Nea || Cancel

6. Review your settings, then finally click Move

Select Host Before you migrate the virtual machine to the new host, review the

Select Path settings that you chose View Script

Select Networks

Wirtual machine: Guest01
Source host: hyperv02.contoso.com

Destination host: HyperV03.contoso.com
Path: “HyperV02.contoso.com\SMB35hare\Guest1

[[] Start the virtual machine after deploying it

J} To migrate the virtual machine, click Move. You can track the progress of this job in the Jobs
workspace,

Previous || Move || Cancel
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While migration is taking place, look at the ping results in the command prompt on HyperV02. You should find
that there are very little, if any dropped network packets during the migration. Small fluctuations in ping times and
a small number of dropped packets are expected during the final handover of the migration.

With the completion of this step Jeff has successfully migrated the non-highly available Guest01 to the newly created
highly available failover cluster. Not only is GuestO1 now highly available, but it was migrated with no downtime or
loss of service. The virtual machine was also migrated with no shared storage between the two nodes — an excellent
example of Shared Nothing Live Migration. Virtual machines can be migrated between different Hyper-V 3.0 hosts
that share no commonly accessible storage with no downtime.

Scenario: Using remote SMB storage shares on a VHD

Now that Jeff has performed the migration, he investigates the virtual machine settings in his recently
implemented Virtual Machine Manager environment. Jeff will confirm that the storage of Guest01 is now located
on the SMB 3.0 share located on HyperV02, and that the VM is running on the cluster EvalCluster.

1. Load the Virtual Machine Management console and enter the username contoso\Jeff and the
password pass@word1. Click on Connect

o e

System Center 2012

Virtual Machine Manager
Servr name: locathont 3100

} Line cument Mcrosoh Windcus sesson Sessity

B Speciy crsdersivn
Uses mame:  comtanclel
PR oo =
Actomuteally comect with Bate settings Connect | [ Cancel |
2. Click on VMs and Services
Servcey Funerg
B vum Funnng
CRrv— Funrrg
oo [
Guret Runeg
WM and Services
L0 Fabeic
B by
[EF™
7 Seitngs
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3. Expand All Hosts and click on EvalCluster

¢

A
&) Fabre
& oy
L sotn

4. Right click on Guest01

§§

Ii
2

T
§§§§¥'

jt

X P @IoRG U rECLOT=OCH+

FTETE

|

5. Left click on GuestO1 and select Properties then click on Hardware Configuration

Comvert 12 e By irtusd havd dish

Comgact vrtual hard dirk

Dwperdencies gt vartual hardd dib (58} T
naton ez
Acoea
peateng rystem for
2 Deviees s
Guesall
Vorws Lenpt oo
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6. Click on the Hard Drive 0 under IDE Controller

Generst ol Sve s | News . Dk ) ST Adupter BOVD B Nebaost Adigtir | 75 Remive
® Gianeral [
O Frocesrar
otz anne
- Memony Prietiey ehanesel 00 0o se)
sizmp
~ kel Fropy brive
et | | [TTreerp————- e T R —
Custom Properes. T coM1
e & i
ey oMz
Nare,
ctions. W5 Video Adupber \r et
Distn vt 3.
Comvert venual disk b VD format
Semvcing Window % Bus Configeration
[5G Weoriens | Canvertto fs i type vl hard disk
Dependences 2 Drces sttach. Compartvirual hard disk
Expund vetual Baed sk =
aidation Erary o Lo 7
azeens
Contint the aperating rystem for the vitual msching
Ve St e S

7. Confirm that the location of the drive is now \\HyperV02\SMB3Share
8. Click on OK

At the end of this scenario Jeff has confirmed that Guest01 has been migrated from HyperV02 to EvalCluster
and is utilizing a remote SMB Share for storage of the virtual hard disk.
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Scenario: Using replication for shared nothing failovers

Now that the Guest01 server hosting the critical data is highly available, Jeff decides to implement another feature
of Hyper-V in Server 2012 to ensure business continuity in event of a total site failure. Setting up a replica allows
for a shared nothing failover to another Hyper-V host using Windows Server 2012. This means a quick and simple
way of ensuring continuity with the virtual infrastructure, especially if the hosts are in different geographic

locations.

Jeff also notes that one of the features of Hyper-V Replica is the ability to change the IP address of the virtual
machine when the failover occurs. This ensures the server can communicate on a different subnet with no
intervention from the administrators during failover.

In this scenario we will replicate Guest01 from EvalCluster back to HyperV02.

1. Load the Hyper-V console on HyperV03

Windzwr Firewall with Acvanced Secusty
Windows Memary Diagnastic
Windze Powerihel

2. Right click Guest01 and select Enable Replication

« | = B
B Pyt ¥ Mgt
e v Virtual Machines

i e CPUURIgE Asuigned Mamory  Upbme Trwn
i Oumen Purrirg 0% L) 7
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3. Click on Next

%a Before You Begin
L ecoevouteon |
‘Soecty Raghca Server Oy crmputer.
‘Spechy Connection B verky th, e th spectied Rephca
Farsmaters s, deking
[pe——— el
Corfigua Bacoveey History
[ L—
Potterd
Sy
] 0 ks s e g
e sbout erabing replcation e 3 vt maches

4. Type in the name HyperV02

o A |

5. Click on Next

%a Spedity Connection Parameters.

Bulie Yom Bagn Reghcaserveri  [4peril contoss. com 1
Soucy A berve Rakcs gt [ 0]
dtharecaon Tyve
®
Choee il Sagicaton,
Hathd B
Sumary =

B Comprass the data that i armited over the retwsrt.

[emosos | [ce> ] [ ovit ] [Ccmen ]
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6. Click on Next

| e e N
aa ‘Ohoose Replication VHDs.

Selirs o Bogr

Specky Rgca 5 SV unadfor & dedicated pagrg Fle

SIS 3200, 16304 kb, ) st | 207251247 _oar]

<pwcn | [ mets [ eeen | [ el |

7. Click on Next

Spchy the e of recovery s 1o s,

-

L cictoresecner oo ISR
Choos Indiad Replation

recovery paints

<hevos | [ mets | [ e | [ one |

8.

Leave these settings default, click on Next. (For the purposes of the evaluation guide these
settings can be kept at default, although it would be good to familiarize yourself with the delivery
options for your initial replication.)

[ Y )

‘Specty Rephca Server

Brantemed to the Rl server.
Faramaters

[T
Indial Replcation Method

®

o
[ ————
Sy

o

Craass this sption

T restorssd vetusl machine vl b used a5 the ksl ooy

 Start rephcation mmedately

O Start rophcation on:

iz @- | [wom B

0 10 Wednesdny, Deosmibes 26

[emeson | | s || remh | [ caen |
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9. Click on Finish

Befors o Begr.

Spacty foglen Server

Spacty Corrmction Descripton:
Fararters

Chooss Repcation Wk
Corturs Rocsvery Hitery Compreia data: o

T erun replestio, wnd che She e, el Frash.

< Preven | [ e ][ cwem |

At the end of this scenario we have successfully replicated Guest01 from EvalCluster to HyperV02. Hyper-V
replication is not a point-in-time snapshot and the data will be constantly replicated from EvalCluster to
HyperVo02.

Now that the replica has been configured, Jeff has successfully implemented a robust business continuity solution
without having to purchase additional hardware of software. This will ensure the cost of business continuity for
Contoso Electronics is kept low.

Synopsis

Jeff has successfully implemented several features that will allow the Contoso Electronics company to continue to
work in the event of hardware failure, or if maintenance is required. Previously, work would stop for several hours
when Jeff needed to patch his servers or upgrade hardware. Now he can implement improvements and
configuration changes to his infrastructure without interrupting the business. This is critical as it allows Jeff to
ensure the infrastructure continues to supply the business with always on and efficient supply of computing power
to continue to grow and operate.

Setup and

Introduction deploy your Experiences Other Info
Private

Links to other cloud

areas of interest \YETETeTS Manage Private \ETEL[ Reporting

Private Private Cloud Apps in the insights of
Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud
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Experience 2: Manage Private Cloud capacity

Once Jeff has a Private Cloud in place it's time to take advantage of the features of Windows Server 2012 and
System Center 2012 SP1 to increase your capacity or manage your workloads dynamically without downtime.

In this Experience we'll step through three scenarios:

e Dynamically expand storage for workloads
e Modifying network resources of VM's
e Using dynamic memory to improve workloads

Scenario: Dynamically expand storage for workloads

In this scenario we can see how the Jeff can dynamically expand the storage capacity of a server utilizing the
Storage Spaces features in Windows Server 2012 without interrupting service.

Debbie has informed Jeff of upcoming projects that will require large amounts of disk capacity for storing SQL
databases for a new Sales application that is being developed. Jeff assesses the current capacity and identifies
that it will not meet the needs of the business. Jeff also realizes that he does not have enough budget this month
to purchase new disk for his storage server.

Jeff identifies that he has a pool of different size disks left over from previous projects and hardware upgrades
that is still functional, but because they are all different sizes they cannot be included in a typical RAID volume.
Jeff decides to take advantage of the Just a Bunch Of Disks (JBOD) features of Server 2012 and present these disks
in a pool to the project team for storage. He will also allow for growth on the volume in case the project overruns.

1. Load the Virtual Machine Manager console, select Use current Microsoft Windows session identity
and click Connect

"& g?;{em Center2012

Virtual Machine Manager

Server name:  localhost:8100

Example: vimmiserver.contoso.com:8100
®) Use current Microsoft Windows session identity
) Specify credentials

User name:

Example: contoso\domainuser

Password:

(0 Automatialy connectwith these setings
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2. Click on VMs and Services and click on All Hosts

W and Servions. o W
o Tonanss B —
s Clensts J—l—"’"
% | B pplontroter
whe WM Harworia :’. % 5
1 Storage | & 20
|2 et B cpoige
| B Servceiiyr
| B wam
| B Crenestinser
| & oo
| 8 Goen

WM and Services

A Fabec
B by
] tekn
2] g
3. Click on Guest01
-.!r-u:“ I
s Ol [ [teme | St - | Vsl Machine Seste
e |ﬁ» appConmoie Humnng Fenrung
B Serscehigiw Rumning Running.
Stoage & a0 Ruanng Rannng
¢ M ety | Costyr Busnng Funning
| Servcebiye L] Funring
& v Ruming Running
& Crcremince Rusrng Funsang.
& oowm Rumring Rumeing
4. Right click Guest01 and click on Properties
= Hame -
Farduare Corbguraten
Chechpents Computer nase: WIN-UGEAD1658T4
Semngs Clhonat
F. Tree: e Vetusl Mackics:
[oaen 2012 Dutscenser =l
Sarcing Windowi Wirtual maching guest sereces: B.25200. 1388
Dependensied Acded: Wednesday, 19 December 2012 1181 am.
P | Modfed Wedneiday, 19 December 2012 1231 pm.
= (o] [Camat ]
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5. Click on Hardware Configuration

General el Srve s | Moo Dk 3 50T Adapter WENWD B Batweark Adupter | 74 Remowe
2 Geneial ] [ 520016398 aemaitre.minB i 1207251247 strver.se
bid Fracernas
T peoceid Channel
n2ME
Checkpoents. H Flappy Drve.
Hoblads Caphs \irbypervii.contase.com B Share e t0TRH] | Browse—
Cuatom Propertes 7 com L]
Hors 2 vedimd st ioe
e » ot ’ ek vy
Horm
Actions B Video Aduptar P
Dedand vades o
Comrt vartual desk o VRO fosmrat
Sarviciny Windemm: & flus Configuation o
T Devicer Cormart to Fued type vtusl haed del
Dependancer 2 Dievices stach. Compact vitunl hied deit.
a Guemd od i o B
el o Expand virtusl hard disk (GE): 1 _1
€ Virtus! DVD
iz HoMedaCa
S Adigter 0
O Devics stach
P Cortand the opersing fystem for the virtual machne
View et o] o]

6. We will be adding 3 SCSI disks to Guest01 as it will allow us to hot-add storage without
rebooting the guest OS.

7. Scroll down until you can see SCSI Adapter under the Bus Configuration and select SCSI
Adapter

I Srve s | W o Ditk ST Aduptar SENVD B Betwark Audapart | 7% Ramowy
T Froppy Doe - [ T

Ho ke Cagirndd

]
Suta
e
Hom
Checkpeints
Cunsom Progetes
Settings
Actions
Dependences

T comi ‘_‘
Norw

8. At the top, click on New: Disk, change the size of the disk to 10 GB and click on OK

Genensl ol Save s | New . Disk 3 ST Adupner BDVD B Platwcst Adigtes | 7€ Reenove
el Fropey e - Gued ik, 1
States N Mot Caghuns =
7 oM Channal:
=X Savainra
7 comy
Crecigants Nare: L
o
O Fepdie ) Create » new srtunl haed disk
o Pasa through te physical deive on hast
2 Ut w bocl virtaal Iard sk avendable o the host
Actions
e
.y Saze (000 E 5]
Degendences Fin e
¥ [t st 1
Vaidation brrors ey
wccest
L] Contusns e oparating system for thee virtusl machine
o]
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9. Wait for the VM to finish updating, then repeat the above steps to add an additional 2 disks.
These disks will need to be 12GB and 15GB in size.

10. At the end of this you will have three additional disks assigned to Guest01, these will be 10GB,
12GB, and 15GB in size. When we created the disks, VMM will automatically place the created
disks in the same location as the current Guest01 VHDX files. If you look at the SMB3Share on
HyperV02 you will notice the newly created VHDX files.

11. Connect to Guest01 and within Server Manager, click on File and Storage Services.

i Local Server
B8 Al Servens
BE Fite and Sorage Seneces
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14. In the Before you begin screen click Next

Before you begin
Aher
g e space which
Storage Poci Name optratiag system.

T tuch s
To comtinge, cick Nt
Loar more ot mioxage pock
] D't thow this page again

= =

15. In the Storage Pool Name screen, type Pool01 into the Name field, click on Next

Specify a storage pool name and subsystem

Safore ou Begn Mame: L
Bescrption: |

Fhysical Ditks
Managed by niasie ta Subyyiten  Prmeedial Peel
GuestOl [ Stonge tpaes Prmordal

< Preveus | | e s Create Cancel |

16. In the Physical Disks screen tick the 12 GB and 15GB disk. Do NOT select the 10GB disk. Click
Next

Select physical disks for the storage pool

Bty o Bagin rage poci,

Total stlected capacity.  2T0G8
D Seternong these hsios il create & local pool

< Preveus | | Meats Create Cancel |
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17. Click Create

Confirm selections

Safore You Begin Confinm that the following are the comect settings, and then click Create.

orage Podl Narma STORAGE POCL LOCATION

Fhysical Disks F— Gomi
Couster rode Hot Chastered
Shmrage wbetem: Sorage Spaces
‘STORAGE POCL PROPERTES.
Hame: ool
Capacty: Y
PHYSICAL DISKS.
PryscalDak? (GuestlT) 12068
PhyicalDik iGomsdT) 150 GB

[croms] | o> | [ e | [ Comcm |

18. Once completed, tick the box that says Create a virtual disk when this wizard closes and then
click on Close

View results
iou have successfully completed the MNew Siorage Pool Wizerd,
Task Progres Stabus
Completed
Create sioage pool —— e
| peas Congted

A Crenne 2 vartual ek i s weed cioses

<preom | et e

19. The New Virtual Disk Wizard will now open. Click on Next

T 1|
Before you begin

Secrage Posd A virtual sk

00 Dot show shis page agen

<roion] [T [ oo | [
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20. Select Pool01 and click Next

Select the storage pool

Bafore O Bigin Stonage poot
Pocl Haree

Maraged by | Avalable s Capacity Free Space | Sukeptes
Virtual Ditk hame

=

21. Name the virtual disk VirtualDisk01 and click Next

Specify the virtual disk name

Beters v B Nome VoGt
5w Fool

= Deterpton
Storagh LSt

e

22. Select Simple and click Next

Select the storage layout

Bt Vo Begin Lyt _ Darrptom )
5 Fool Smpe ] -
= - increbsing INCUThEAL Bun detrensin resatsbey, Th stovage
Virsaal Dk Name
Fasity 2 ik fasure.
Provitining

Experience 2: Manage Private Cloud capacity

112



23. Ensure that Fixed is selected and click Next

Setore vou Begn
St Pocl
Wirtual Disk Nama
Sroragt Layod

S

Specify the provisioning type

Proviioning type:

) Fised

o] ()

24. Tick the box Maximum size and click Next

Bafor o bigin
Sarage Fool
Vet Dk e
sacrage Layout
Provisioning

Confrmmasion

Specify the size of the virtual disk

By default, Windoy

‘ol thare s suttcien free tpace.

e stonage ool

Storage postfen seace: 25068

© Speckysize

Virtual disk sz [a [7]

) Mariouen ize

[ crene | [CemaiT]

25. Click Create

Canfirm selections

Balore 'ou Bagin
Sacrage Poc
Virtaal Disk Biama
Saorage Layout
Freviicning

sw

Confirm that the following ane the comect settings, and then chick Create.

VIRTUAL DISK LOCATION

Sereer o)
Subpytem Seeage Spaces
Secrage post mame Pooldl
Saam: o

Frew space: noes
VIRTUAL DHSK PROFERTIES

Namra: VertuaOakdt

Storage Lyt Simgle:
Provoring type Fed

[Srwaeus | | het» | Crome | [ Cament
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26. Ensure that the Create a Volume when this wizard closes box is ticked, click on Close

View results

The Mew Virtual Disk Wizsed successfully completed.

Tosk Brogeess [ |

F Crewne & vadume when s maaed cioses

< Prevens | [ Nea» Cancel

27. The New Volume Wizard will now open. Click Next

Before you begin
[ oec oo ] e s 1 s -

Server and Cisk

T contins, chck Kint.

] Dot s this page again

e ]

28. Review the settings and click Next

Select the server and disk

[ Seren
Provacn ts St Cuter Fole  Davtnation
e
(et ) [ ]
=
Dk Vil Dk Capacity Free Space | Subsyiness
ik VietalDkd1  220GE 1908 Storage Spaces
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29. Confirm the size of the disk as 21.9GB and click Next

Specify the size of the volume

Before ou Begn dnaanie Cappotyt 219 GE
Sarew and Cist Merumum s B0 ME

—p— s

Do Latmae o Foidar

Cre

30. Select the drive letter E: and click Next

Assign to a drive letter or folder

Bafore o Bagn ) - B iy
Server and Oisk
. iz e
D
Pl Sy Settogh ) Tha folloming foder

) Dot g 15 o drive e o sker.

Crne

31. Change the Volume Label to Data and click Next

Select file system settings

Bt ' Begr Fim sy
Sarvar and ik ) T
Sie .

Driv Lamar or Feider

Conlrmpson Tcharacter 4 1ba

[ ] [CemaiT]
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32. Click on Create

Confirm selections

Confirm that the folowing are the comect settings, and then cl